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Rapporteur’s Summary

Steven E. Miller, Ph.D.
Director, International Security Program
John F. Kennedy School of Government
Harvard University
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The opening session of the Vienna confer-
ence focused on the future of nuclear 

power as an energy source.  Sharon Squassoni 
of the Center for Strategic and International 
Studies presented an overview of the substan-
tial growth in interest in nuclear power around 
the world and highlighted some of the causes 
and implications of this phenomenon.  Today 
thirty countries—primarily advanced industrial 
states—generate some fraction of their elec-
tricity by utilizing nuclear power.  In recent 
years, a further 65 states have indicated an 
interest in pursuing nuclear electricity, includ-
ing dozens of states scattered across Southeast 
Asia, the Middle East, and Africa.  While many 
of these states are very far—decades—from 
actual possession of an operational nuclear 
energy sector and some of them are likely 
never to fulfill their current nuclear aspira-
tions, the frontrunners among these nuclear 
newcomers are already implementing their 
nuclear plans—signing deals, selecting sites, 
training personnel.  Within the next decade, 
the most ambitious programs, such as those 
in Iran, Abu Dhabi and Vietnam, should have 
achieved operational capability; indeed, Iran’s 
nuclear reactor at Bushehr is already built 
and was on the edge of being activated at the 
time of the conference.  Thus, regions such as 
Southeast Asia and the Middle East will for the 
first time be marked by the presence of civil-
ian nuclear reactors.  At the same time, some 
existing nuclear power states—notably China, 

South Korea, Russia, and India—are substan-
tially expanding their nuclear sectors.  Even in 
the United States there have been signs that the 
nuclear industry is flickering back to life after 
several decades in which no new nuclear power 
plants have been built.

This global upsurge of interest springs from 
several causes.  Many states have worries about 
energy security and wish to diversify their ener-
gy technology base.  There is also wide concern 
about the long-term availability and price for 
fossil fuels, especially as China and India have 
emerged in the last decade as voracious import-
ers of energy.  Further, the rise of climate 
change on the international agenda has led 
nuclear power increasingly to be viewed as a cli-
mate-friendly (that is, carbon free) alternative 
to coal and natural gas as a source of electricity.  
States pursuing nuclear power are responding 
to some very powerful incentives.  However, 
Sqaussoni pointed out that for the foreseeable 
future nuclear power does not represent a full 
or sufficient solution to either energy security 
or global climate change.  A very large growth 
in nuclear power puts only a small dent in these 
major problems.  While nuclear power is grow-
ing, electricity demand and other forms of elec-
tricity generation (coal and natural gas, in par-
ticular) are growing even faster, even as many 
older nuclear power plants are approaching 
retirement.  Indeed, the share of nuclear power 
in global electricity generation, presently 14%, 
may actually decline over the next two decades.  
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There will be more nuclear technology more 
widely spread in coming decades, but this will 
represent only a portion of what is required to 
address the world’s energy and climate change 
problems.

The discussion in Vienna took place only 
weeks after the severe nuclear accident at the 
Fukushima plant in Japan, and that event cast 
a shadow over the entire topic.  Squassoni 
reported that after Fukushima some nuclear 
programs have been slowed or paused and 
probably most will proceed more cautiously and 
with a greater emphasis on plant safety, but very 
few countries have announced the abandon-
ment of their nuclear programs or dramatic 
changes in nuclear policy.  Hence, it seems 
reasonable to expect that the expansion and 
spread of nuclear power will continue, albeit 
somewhat more slowly and carefully.  There was 
little resistance in the discussion to the proposi-
tion that the impact of Fukushima on the for-
tunes and future of nuclear power is likely to be 
short term.  The lessons of Fukushima, on the 
other hand, should be profound, are likely to 
be lasting, and gave rise to extensive discussion.  
Squassoni noted that Fukushima has enor-
mous potential implications across a range of 
issues, including reactor design, nuclear waste 
management, and accident management and 
emergency evacuation.  Subsequent discussion 
revealed wide belief that Fukushima should be 
subjected to careful review in order to deter-
mine what factors contributed to this disaster 
and what lessons should be drawn for the pru-
dent future management of nuclear power, 
though the issue of who should conduct such 
a review was contentious.  While some believe 
that the US Nuclear Regulatory Commission or 
the International Atomic Energy Agency should 
conduct such a study, others urge that there 
should be an independent assessment by some 
entity less linked to the nuclear industry and 
less burdened by political considerations.  

With the Fukushima crisis ongoing and the 
public record about what happened still incom-
plete, it is impossible to know the full meanings 
of the accident and premature to draw defini-

tive conclusions about its implications.  But a 
number of possible lessons are suggested by 
our understanding of the crisis so far, and these 
received substantial airing.  Questions were 
raised about the siting of nuclear reactors, in 
particular about the wisdom of locating reac-
tors in seismically-active areas, or in tsunami-
prone zones, or near large urban populations; 
a serious accident at some nuclear reactors near 
major US cities could require the evacuation 
of millions if not tens of millions of people.  
Similarly, Fukushima raises concerns about the 
adequacy of regulatory frameworks for nuclear 
power; in Japan, so-called “regulatory collusion” 
(involving excessively close relations between 
regulator and regulated) seems to have contrib-
uted to the crisis by allowing the nuclear indus-
try extensive autonomy and leeway to establish 
and implement safety measures.  A major issue 
raised by Fukushima (with its early generation 
reactors) is the relicensing of older reactors; if 
the lives of these facilities are to be extended 
beyond the original 40-year span, the highest 
current standards for safety and security should 
be required.  Much discussion was devoted to 
the desirability of creating global standards in a 
variety of domains—safety, security, emergency 
preparedness, evacuation planning.  There was 
dismay and even disbelief that meaningful stan-
dards do not exist in many important contexts 
and wide support for the idea that global stan-
dards should be high, binding, and enforce-
able.  Finally, Fukushima highlights not only 
the critical importance of nuclear safety, but 
also of nuclear security (that is, the protection 
of nuclear facilities from attack or misuse).  It 
is possible to imagine man-made Fukushimas—
nuclear disasters intentionally created by hos-
tile action against nuclear facilities that knock 
out power or disrupt cooling systems.  We now 
have a clear understanding of the enormous 
consequences if such attacks were successful, 
and this vivifies one dimension of the nuclear 
terrorism threat.

Two other broad topics commanded wide 
interest in the Vienna discussions.  One had 
to do with the future of nuclear power in 



the United States—a central preoccupation of 
many of the participants.  The global nuclear 
upsurge has had echoes in the United States, 
but they have been more faint and more fragile 
than elsewhere.  Champions of nuclear power 
urged the expansion of nuclear power in the 
US, noting that it is a clean alternative to fossil 
fuel, is relatively safe (Fukushima notwithstand-
ing), and unlike many alternatives nuclear 
power is scalable to large-scale use.  In the 
United States, however, electricity generation 
is a private-sector activity and American utilities 
have evidenced little interest in new nuclear 
power plants over the last several decades.  A 
number of public-sector issues bear on the 
question of whether new nuclear power plants 
will be more attractive to American utilities 
in the future than they have been in the past.  
There was extensive consideration of the dif-
ficult challenge of government-guaranteed 
financing of new nuclear plants and of what 
turned out to be the complicated and confused 
subject of government subsidies: what are they, 
how expensive are they, and are they desirable?  
Particular attention was paid to the problem of 
nuclear waste disposition, which under US law 
is a responsibility of the Federal government—
but it has failed so far to open the required 
nuclear repository, and the one facility that 
was being developed over many years at enor-
mous expense (at Yucca Mountain in Nevada) 
was terminated by the Obama Administration 
before it ever opened.  The nuclear waste issue 
was thoroughly discussed, especially in view of 
the problems with the on-site waste facilities in 
the Fukushima accident.  The capacity of waste 
cooling ponds at nuclear power plants and the 
feasibility of utilizing on-site, above ground 
dry casks for long-term interim storage were 
considered.  Some participants believed that a 
desirable answer to the waste issue lay in repro-
cessing spent fuel to extract plutonium for fur-
ther use in power reactors; others worried that 
exploiting the plutonium fuel cycle would raise 
dangerous proliferation risks by commercializ-
ing a direct weapons-usable material.

The discussion also focused prominently on 
one other issue: the potential links between 
nuclear power and nuclear weapons. A serious 
concern is whether nonproliferation criteria 
are accorded sufficient weight as nuclear tech-
nology spreads around the globe.  Several top-
ics flowed out of this general concern.  There 
was considerable interest in the idea of identify-
ing, developing, and promoting proliferation-
resistant technologies; if nuclear technology is 
sure to spread, it is desirable that the associated 
risks of proliferation are as circumscribed as 
possible.  There was discussion of possible mea-
sures to strengthen governance in the context 
of the Nuclear Non-Proliferation Treaty (NPT) 
regime to ensure that it is adequate to the 
nuclear future that appears to be on the hori-
zon; possible measures include increasing the 
resources available to the International Atomic 
Energy Agency (IAEA) as well as promoting 
the wide adoption of specific initiatives, such 
as the Additional Protocol, that provide addi-
tional powers of access and inspection to the 
IAEA.  The key problem, however, is the spread 
of fissile material production capabilities (ura-
nium enrichment and plutonium reprocessing) 
that are inherently dual-use: they can produce 
nuclear fuel for reactors or the material for 
the cores of nuclear weapons.  The discussion 
zeroed in on this issue, from two vantage points.  
On the demand side, there are proposals to dis-
courage nuclear power states from choosing to 
seek fissile material production capabilities—by 
various schemes to assure reactor fuel supplies, 
to link nuclear cooperation with pledges to for-
sake enrichment and reprocessing, or by pro-
moting a global norm that restricts any further 
national acquisition of such capabilities.  On 
the supply side, the preeminent concern is with 
the export control behavior of nuclear suppli-
ers and the goal is clearly to promote respon-
sible practices by suppliers; possible measures 
include a suppliers code of conduct, further 
use and empowerment of the Nuclear Suppliers 
Group (NSG),* or other steps to harmonize the 
constraints and conditions associated with the 
supply of sensitive nuclear technology.

3
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The second session in Vienna focused on 
the US-Russian nuclear relationship—still 

important because most of the world’s nucle-
ar weapons are possessed by these two pow-
ers.  Steven Pifer, head of the Arms Control 
Initiative at the Brookings Institution, surveyed 
the nuclear arms control landscape in the 
US-Russia context.  After negotiations in 2009-
2010, the New Strategic Arms Reduction Treaty 
(New START) was signed and entered into 
force in February 2011; it establishes limits of 
700 deployed strategic delivery systems and 
1,550 deployed strategic warheads.  The key 
question now is what, if anything, to do next 
in the realm of bilateral nuclear arms control.  
Should there be another round of negotiations 
and, if so, what are the major issues and the 
desired results?  Pifer indicated that the Obama 
Administration wants a further negotiation with 
Russia, but Moscow’s position appears to be 
more complicated and ambivalent.  Most likely 
there will be follow-on negotiations in the near 
future, so the issue of what to do cannot be 
avoided.

Pifer outlined the case for pursuing further 
reductions in a new round of Russian-American 
negotiations.  If successful, this could help 
stabilize the strategic balance at lower num-
bers, contribute to the diplomacy of nonpro-
liferation by showing restraint consistent with 
the disarmament obligations of the nuclear 
weapon states under the NPT, and promote 
the devaluation of nuclear weapons in a world 
of US conventional military advantages.  Pifer 
believes that gradual reductions to a level of 
1,000 deployed strategic warheads would be 
acceptable to both sides and could be achieved 
while retaining the purely bilateral character 
of the negotiations—at lower levels it will be 
necessary to draw in the other nuclear-armed 
states.  Beyond strategic reductions, a fun-
damental choice for the next negotiations is 
whether to address non-strategic (or so-called 
tactical) nuclear weapons, which are presently 
unconstrained by any agreement.  If a com-
prehensive nuclear arms control regime is to 
be achieved, these weapons must eventually be 

drawn into the treaty framework, but including 
them will raise some difficult issues.  There is, 
for example, a significant numerical disparity in 
the force of the two sides, with Russia estimated 
to possess four times as many tactical weapons 
as the United States.  These weapons play a very 
different role in the military postures of the two 
powers, with Russia relying on tactical nuclear 
weapons to compensate for what it sees as seri-
ous conventional deficiencies.  Limits on tacti-
cal nuclear weapons will also be very difficult to 
verify and will require high levels of reciprocal 
transparency.  Despite these challenges, Pifer 
suggested that it is desirable to make the effort 
to extend the arms control framework to cover 
these weapons; otherwise, the weapons not 
constrained by the treaty will be more numer-
ous than those limited by the treaty.  An ambi-
tious goal for a new agreement, Pifer offered, 
would be a single limit for all warheads in the 
inventories of the two sides—strategic and non-
strategic, deployed and undeployed, active and 
reserves—that would reduce total holdings to a 
much lower common number—perhaps 2,500 
total, of which 1,000 could be deployed stra-
tegic weapons.  As for timing, Pifer believes it 
would be useful to have a follow-on agreement 
signed by the 2015 NPT Review Conference.  
As in 2010, this would create a positive environ-
ment for the 2015 deliberations.

Much of the subsequent discussion was devot-
ed to factors that would affect the pace of and 
prospects for the next US-Russia nuclear nego-
tiation.  One important context is the broader 
state of US-Russia relations.  The improve-
ment in US-Russia relations occasioned by the 
Obama Administration’s “reset” policy toward 
Russia was thought important in facilitating the 
achievement of New START.  The overall tenor 
of relations is obviously swayed by many consid-
erations other than arms control but negotia-
tions are bound to be influenced, for good or 
ill, by the state of the relationship.  Another 
important context is domestic politics in both 
countries.  A significant compounding factor is 
the upcoming presidential elections in both the 
United States and Russia, which are likely to be 



a source of distraction and delay.  Some partici-
pants also emphasized the declining priority of 
US-Russia arms control—no longer central—
and the associated lack of political momentum 
for any sort of agreement.  In both countries, 
the potential for difficult ratification battles is 
likely to cast a shadow on any new negotiation; 
issues that excite concern in their legislatures 
will have to be taken into account in the nego-
tiations.  A further variable is the nature of the 
nuclear relationship itself.  The current force 
postures are in many respects simply smaller 
versions of the Cold War arsenal—still oriented 
against one another and still maintained at 
high levels of alert.  If it were possible to escape 
the deterrence framework in US-Russia nuclear 
relations, this would dramatically alter the envi-
ronment for future negotiations.

Another central preoccupation of the Vienna 
discussion was the differing American and 
Russian perceptions, interests, and priorities 
that are likely to complicate any future negotia-
tion.  The Russians, for example, have concerns 
about the militarization of space, a subject 
that Washington would prefer to leave out of 
the talks.  Similarly, Moscow is discomfited by 
the conventional global strike capabilities pos-
sessed by the United States, fearing that Russia’s 
nuclear assets may be threatened by conven-
tionally armed US missiles.  Some participants 
believed that Russia would insist that this topic 
be addressed in the next round of negotiations 
but it was almost equally felt that Washington 
would be extremely reluctant to do so.  

One issue, however, stood out as supreme-
ly important:  missile defense.  The United 
States is developing and has partially deployed 
a limited missile defense capability that in 
Washington’s eyes is directed at small rogue 
state missile threats such as that emanating 
from North Korea.  As viewed by most confer-
ence participants, the emerging US missile 
defense capability is small, technically circum-
scribed, vulnerable to substantial or sophisticat-
ed opposing forces capable of fielding decoys, 
and simply not sufficient to jeopardize Russian 
offensive capability or disrupt mutual deter-

rence.  Indeed, critics of the US missile defense 
effort see it as providing very little operation-
al capability at great expense.  Nevertheless, 
Moscow, extremely worried about the long-term 
implications of US missile defense, believes that 
this issue is a core Russian interest, and is ada-
mant that this issue must be tackled if there is 
a future negotiation.  This stance is particularly 
problematic because staunch American advo-
cates of missile defense, including a number 
of Members of Congress, are equally adamant 
that the United States should not accept lim-
its on its ability to develop and deploy missile 
defenses—especially given the widespread view 
that Russia is exaggerating the threat posed by 
US missile defenses.  Many comments centered 
on the importance, indeed the necessity, of 
avoiding a US-Russia collision over the missile 
defense issue in order to enhance the prospects 
for successful negotiations—but also to prevent 
expensive and potentially destabilizing offense-
defense dynamics which could cause Russia to 
expand its offensive capability to neutralize US 
defenses.  The solution to this dilemma, many 
believed, is to find some joint or collaborative 
approach to working with the Russians on mis-
sile defense.  Moscow will have little reason to 
fear that the missile defense system is directed 
at it if it is able to cooperate with the United 
States on various aspects of missile defense.

Considerable attention was paid to the pos-
sible nonproliferation benefits of the further 
pursuit of US-Russia nuclear arms control.  
There was division of opinion about the value 
of bilateral arms control in the NPT context. 
Skeptics suggested that to determined prolifer-
ators, and in the most urgent nonproliferation 
crises, the arms control behavior of the United 
States and Russia is irrelevant.  Advocates on 
the other side of the question accepted that 
US-Russia nuclear arms control might not be 
directly relevant to specific nonproliferation 
crises, but argued that it was helpful in the 
broader context of managing the diplomacy of 
the NPT system.  Under Article VI of the NPT, 
for example, the nuclear weapon states have 
an obligation to work toward nuclear disarma-
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ment, and there has long been disgruntlement 
on the part of many non-nuclear weapon states 
that little has been done to fulfill that obliga-
tion; US-Russia arms control agreements allevi-
ate such criticisms.  The challenge of mobiliz-
ing support for sanctions against transgressors 
such as Iran can be eased if the US and Russia 
are seen to be moving in the direction of fulfill-
ing their own obligations under the NPT.  And 
to the extent that arms control contributes to 
improved US-Russia relations, this may facili-
tate Russian cooperation in situations such as 
the Iran or North Korean crisis.  

Finally, two longer-term issues figured in 
the Vienna discussion.  First, there was a lot of 
interest in thinking beyond the next round of 
US-Russia negotiations to the point at which 
nuclear arms control must be multilateral-
ized.  Once Washington and Moscow arrive at 
low numbers it will be necessary to pull in the 
other nuclear weapon states.  When is this likely 
to happen?  What is being done to prepare 
for that day?  What are the views of the other 
nuclear weapon states about this prospect?  Are 
they all going to be willing to join such negotia-
tions, and will they have any interest in limiting 
or reducing their arsenals?  In Vienna there was 
doubt that all the other nuclear armed states 
will be attracted by this path, and there was 
particular curiosity about the policy of China; 
some felt that it is already time to commence 
Track II discussions with the Chinese on the 
future of nuclear arms control and their role 
in it.  Second, there was debate over an issue 
that has risen to unprecedented prominence 
in recent years: the goal of eliminating nuclear 
weapons—the zero option.  This has moved 
from the fringe to near the center of the public 
discourse on nuclear weapons due to the cham-
pioning of the idea by a number of famous 
elder statesmen in the United States and else-
where.  There is a logic that says that nuclear 
weapons pose the largest threat to American 
security, there is an ever-present risk that they 
will fall into reckless or irresponsible hands or 
that terrorists will gain access to them, and that 
the way to eliminate these threats and risks is to 

rid the world of nuclear weapons.  The punch 
line is that the United States would be better off 
in such a world.  However, “zero” is a long-term 
objective and opinion is divided on whether 
aiming for that objective is desirable, necessary 
and useful or naïve, unrealistic, and a distrac-
tion from more serious concerns.  The fact that 
a group such as that assembled in Vienna would 
deliberate on the wisdom and feasibility of zero 
is, however, a sign of how much the world has 
changed.

In its third session, the Vienna conference 
turned to the challenge of nuclear pro-

liferation and focused in particular on the 
most acute nuclear crises on the current inter-
national agenda.  Mark Fitzpatrick, Director 
of the Nonproliferation and Disarmament 
Programme at the International Institute for 
Strategic Studies in London, led an examina-
tion that looked in detail at three cases—North 
Korea, Iran, and Pakistan—while also consid-
ering more briefly three other relevant and 
troublesome cases—Libya, Syria, and Myanmar.  
North Korea, Fitzpatrick argued, is the hardest 
case.  It was never in compliance with its NPT 
obligations, it has withdrawn from the NPT 
(becoming the first and only state to exercise its 
right to do so), and it has developed and twice 
tested nuclear weapons.  It may have enough fis-
sile material for as many as 11 nuclear weapons, 
and its fissile material production efforts con-
tinue so there is the potential for more weapons 
in the future.  But North Korea’s acquisition 
of nuclear weapons is not the only problem.  
Its irresponsible export behavior—essentially a 
willingness to sell anything to anyone—is also 
deeply damaging to the NPT regime as well as 
to US interests.  The secret sale of a nuclear 
reactor to Syria—apparently for the purpose of 
producing plutonium for a weapons program—
is the most prominent recent case (the adverse 
implications of which were avoided when Israel 
attacked and destroyed the reactor).  North 
Korea’s belligerent and uncooperative foreign 
policy compounds the difficulty of dealing with 
this case, and Fitzpatrick judged that diplomat-



ic efforts to constrain or roll back Pyongyang’s 
nuclear capability lack momentum and offer 
little near-term hope.  In view of the unattrac-
tiveness of conflict on the Korean peninsula—
Seoul is near the Demilitarized Zone (DMZ) 
and extremely vulnerable—the only reasonable 
option is to continue pursuit of the Six Party 
Talks in northeast Asia and to exercise strategic 
patience, however unsatisfying and insufficient 
that is.

If North Korea is the hardest case, Iran is 
the most compelling case because it has not yet 
achieved a nuclear weapons capability, because 
there is still hope of preventing it from doing 
so, and because the consequences of Iran’s 
acquisition of nuclear weapons are thought to 
be so dire.  The Iran crisis was, accordingly, at 
the center of the discussion.  The heart of the 
issue is Iran’s acquisition of a uranium enrich-
ment capability which, though justified as a 
part of Tehran’s nuclear electricity program, 
gives it the technical ability to produce weap-
ons-grade highly-enriched uranium (HEU).  
Despite strenuous efforts over the last decade 
to stop it, Iran has succeeded in building an 
enrichment facility and it is already enriching 
uranium, though to date it has produced only 
low-enriched uranium (LEU) suitable only for 
use as reactor fuel.  However, as Fitzpatrick 
noted, there is also serious concern that Iran 
may possess clandestine enrichment capability 
at which it could produce material for weapons 
while avoiding the scrutiny and certain detec-
tion that would result from misusing its known 
facilities (which are regularly inspected by the 
IAEA).  About two critical questions there is 
much uncertainty.  First, how far is Iran from 
having a nuclear weapon?  Most estimates claim 
that Iran is at least two years from being able to 
build a bomb.  (It was pointed out somewhat 
cynically, however, that Iran has been thought 
to be a few years from the bomb for most of 
the last twenty years.)  Second, what are Iran’s 
nuclear intentions?  Does it intend to “cross the 
line” and proceed with the acquisition of nucle-
ar weapons?  Or will it be satisfied simply to get 
close to the line and retain a latent threat of 

weaponization?  Obviously there are no defini-
tive answers when it comes to Iran’s intentions, 
but many of the participants in Vienna seemed 
to believe that Iran would give itself a nuclear 
weapon option and a latent nuclear weapon 
capability but refrain from going all the way 
because of a calculation that the cost of doing 
so would be too high.

This conclusion led directly to extensive 
debate about whether the United States and 
other interested parties could live with Iranian 
enrichment—something that has been deemed 
unacceptable throughout the long crisis so far.  
There was much discussion of the difficulty of 
establishing clear and credible red lines beyond 
which Iran cannot go without eliciting harsh 
responses, especially in view of previous red lines 
that were established but not enforced.  There 
was concern about the extremely demanding 
intelligence requirements associated with moni-
toring restrictions on Iran’s nuclear capabilities 
and the possible difficulties in judging whether 
Iran has transgressed whatever limits might be 
set.  A very intrusive inspection regime would 
be required if Iran is to have enrichment but 
not weapons, and some participants believed 
that the required level of intrusiveness would be 
achievable only in the context of some “grand 
bargain” between Iran and the United States 
or the P-5 (five permanent members of the UN 
Security Council).

Not in doubt were the serious consequences 
that would result if Iran acquired nuclear weap-
ons and perhaps also if Iran achieves a more 
substantial latent weapons capability.  This 
could produce a cascade of further proliferation 
in the Middle East as other states responded to 
Iran’s nuclear status.  It could elevate Iran’s dip-
lomatic status in the region and make it a more 
formidable player in regional affairs.  Some par-
ticipants feared that Iran will be emboldened 
if it acquires nuclear weapons or near-nuclear 
weapon status and will behave more aggres-
sively (and perhaps more effectively) towards its 
neighbors—a number of whom are US friends 
and allies.  An important worry is that a nuclear 
Iran will menace Israel.  And Iran’s involvement 
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in supporting terrorist groups raises another 
ominous possibility—that an extremist regime 
in Tehran might provide nuclear weapons to 
terrorists.  There was disagreement about the 
likelihood of some of these scenarios but gen-
eral agreement that a nuclear armed Iran is a 
highly negative outcome.

In his presentation, Fitzpatrick also drew 
attention to Pakistan as another potential 
source of nuclear danger.  It represents a very 
different case because it is not an NPT crisis.  
Pakistan never signed the NPT and hence was 
not violating any freely-undertaken legal obli-
gation in pursuing nuclear weapons.  Since it 
tested nuclear weapons in 1998, Pakistan has 
openly operated as a nuclear-armed state and is 
accepted as such by the international communi-
ty.  The problem in Pakistan is that a substantial 
nuclear arsenal and associated nuclear complex 
exists in a troubled state marked by instabil-
ity and rife with extremism.  Should Pakistan’s 
travails cause it to implode, several extreme-
ly negative results could materialize: nuclear 
weapons could be caught up in civil strife; 
Pakistan’s nuclear custodial system could fail, 
leading to so-called “loose nukes” that might 
fuel nuclear terrorism; or extremists might end 
up controlling the Pakistani state and its nucle-
ar arsenal.  And, of course, all this would take 
place in the context of the tense nuclear rivalry 
between India and Pakistan, raising the specter 
of regional nuclear exchanges.  Adding to this 
disturbing picture is the fact that Pakistan was 
home to one of the most extensive and damag-
ing nuclear black market networks, headed by 
A.Q. Khan.  Some participants concluded from 
all this that the situation in Pakistan is the most 
dangerous nuclear issue and one that deserves 
very high priority on the policy agenda.

The evident failure of the NPT system to 
cope effectively with serious challenges like 
the crises over North Korea and Iran led some 
participants to question the value and efficacy 
of the nonproliferation regime.  There was pal-
pable frustration that so little apparently can 
be done effectively to stop transgressors of the 
regime—as well as worries that advances in 

technology may ease the path of potential pro-
liferators and cause even greater challenges to 
the regime in the future.  On the other hand, 
it was noted that the NPT constitutes the pri-
mary legal barrier to the acquisition of nuclear 
weapons and that the overwhelming majority of 
states do in fact respect their NPT obligations; 
of the 189 member states, fewer than a hand-
ful are challenging the regime.  Further, the 
regime built up around the NPT has proven 
effective at making the acquisition of nuclear 
weapons more difficult, more costly, and more 
time-consuming, thereby allowing room for 
efforts to respond to potential proliferators and 
perhaps also deterring some who might other-
wise be tempted to explore the nuclear option.  
Defenders of the NPT regime also argued that 
the regime has considerable additional poten-
tial to restrain possible proliferators, both from 
more fully exploiting existing powers and man-
dates and from possible strengthenings of the 
regime.

Ultimately the question is how the NPT can 
be enforced when it is challenged.  What can be 
done to constrain, stop, or reverse the activities 
of states that flout their NPT obligations and 
pursue nuclear weapons?  This subject was a 
major focus of discussion with substantial con-
sideration of the range of options available for 
responding to nonproliferation crises.  

Sanctions are a common recourse; they have 
been employed extensively in the Iran case, 
for example, seeking to punish Iran for its 
misbehavior and to give it incentives to change 
course.  Sanctions, however, tend to be slow-
acting and have not been notably successful at 
forcing desired changes of policy.  Further, the 
diplomacy associated with fashioning sanctions 
tends to be slow, painfully difficult, and divisive 
among the sanctioning powers.  In Vienna, 
the discussion highlighted the difficulties of 
working with China and Russia over sanctions 
on Iran; given the different perceptions and 
interests of these powers, there are limits on the 
ability of the UN Security Council to agree on 
biting and effective sanctions.  



Sabotage is another policy instrument avail-
able to impede the progress of aspiring prolif-
erators.  There was considerable interest in the 
Stuxnet attack on the Iranian nuclear program; 
a computer virus was introduced into the net-
work of Iran’s nuclear program with apparently 
disruptive effects.  But other methods—assas-
sination, misinformation, infiltration of supply 
networks, provision of faulty equipment—can 
serve to interfere with and delay target nuclear 
programs.  It was noted, however, that sabotage 
may slow but does not ultimately stop nuclear 
progress, as has been true in the Iran case; it 
buys time but is not a solution to proliferation 
crises.  

Inspections represent another tool in the kit 
of those who seek to prevent proliferation.  All 
states outside the NPT already have nuclear 
weapons, which means that proliferation crises 
will invariably involve states that are cheating 
on their NPT obligations.  If they have known 
nuclear facilities, these will have to be declared 
to the IAEA and subjected to regular inspec-
tion.  Inspections will provide information 
about visible nuclear activities, make it excep-
tionally difficult to use inspected facilities for 
weapons purposes without detection, and may 
raise the risk that clandestine weapons-related 
activities will be discovered.  Inspections, as one 
participant said, are valuable—but inadequate.  
They cannot stop a determined proliferator 
who is a careful cheater.

The military option also comes into view, 
especially in cases such as Iran where the prolif-
erator is regarded as dangerous and its nuclear 
capability is widely regarded as intolerable.  In 
Vienna, the pros and cons of military action 
were thoroughly debated.  Air strikes against 
Iran’s nuclear facilities are certainly within the 
capability of the United States and probably 
also of Israel.  The destruction of these facili-
ties would certainly set back Iran’s nuclear pro-
gram, but for how long is highly uncertain.  If 
Iran does have unknown secret facilities, these 
would survive intact.  Because its program is 
now largely indigenous it should have some, 

perhaps considerable, capacity to reconstitute 
its program.  Most analyses assume that Iran will 
lose several years if its nuclear installations are 
destroyed, but in truth it is tricky to gauge how 
much benefit would result from a military attack.  
On the other side of the ledger, if attacked, Iran 
is likely to retaliate in some way—against Israel, 
or via support for terrorism, or by attempting 
to disrupt oil markets.  It may also withdraw 
from the NPT and pursue a completely secret 
nuclear program, this time without any IAEA 
inspections or other international presence to 
scrutinize its activity.  Some also believe that 
an attack might strengthen the Iranian regime 
domestically by producing a “rally around the 
flag” effect.  One line of thought concluded, 
therefore, that military attack involves limited 
and uncertain benefits with substantial poten-
tial costs.  Others urged that the costs of mili-
tary action must be weighed against the costs of 
inaction: Are we prepared to live with a nuclear 
Iran?  The tradeoffs are painful.

In its fourth session, the Vienna conference 
addressed the subject of nuclear terrorism.  

Rolf Mowatt-Larssen, Senior Fellow in the 
Belfer Center for Science and International 
Affairs at Harvard University’s Kennedy School 
of Government, led with an analysis of why the 
nuclear terrorism threat should be taken seri-
ously and an appeal to avoid complacency in 
dealing with it.  In Mowatt-Larssen’s view, it is 
beyond dispute that some terrorist groups—
notably but not only Al Qaeda—have the intent 
to seek nuclear weapons and the inclination 
to use them.  Furthermore, in a world awash 
in nuclear weapons, nuclear materials, and 
nuclear facilities, there are multiple paths to a 
bomb: terrorist groups can try to buy, build, or 
steal one—or a state could provide them with 
a bomb.  Insider conspiracies, black-market 
operations, or security breakdowns at nuclear 
facilities could give terrorists access to the weap-
ons or materials they seek; none of these risks is 
purely hypothetical.  The expertise required to 
fashion a nuclear explosive capability is widely 
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available, both in the form of information on 
the web and of trained individuals who might 
be willing to help.  Mowatt-Larssen sought to 
sketch a vision of a highly-motivated terrorist 
group that manages to gain access to nuclear 
weapons or materials, creates a usable capabil-
ity for itself, smuggles it into the United States, 
delivers its device by truck or small plane, and 
detonates a nuclear explosion in an American 
city—changing history.  This scenario, Mowatt-
Larssen stressed, is all too plausible and it 
should undermine skepticism about the reality 
of the nuclear terrorism threat.

As was reflected in the subsequent discus-
sion, a comprehensive assessment of the threat 
would include not only nuclear weapons, 
but also radiological weapons (so called dirty 
bombs) as well as possible attacks on nuclear 
reactors (a possibility dramatically illustrated 
by Fukushima).  There was particular interest 
in the dirty bomb threat, which involves not 
the detonation of a nuclear explosive but the 
spewing of radioactive materials to contaminate 
inhabited areas and expose people to harm and 
panic.  This would be far less lethal and porten-
tous than an attack with a nuclear weapon, but 
it is also much easier to implement and may be 
more compatible with the aims and operating 
styles of a larger number of terrorist groups. 

The risk of nuclear terrorism derives not only 
from threat but from vulnerability—a subject 
of considerable concern in the Vienna discus-
sions.  America’s borders are porous, and its 
ability to detect and interdict nuclear materials 
is extremely limited.  A number of participants 
invoked the analogy with drug trafficking; the 
United States has failed to strangle the illicit 
flow of drugs despite years of effort and huge 
expenditures.  Nuclear smugglers have a good 
chance of success.  The ability to find a nucle-
ar weapon once it is in the United States is 
extremely limited.  The ability to trace nuclear 
materials once they are stolen is minuscule.  In 
addition, as Mowatt-Larssen emphasized, there 
are vulnerabilities that arise from the way in 
which the US government is organized to tackle 

nuclear terrorism.  That issue falls between the 
counterterrorism camp and the counterprolif-
eration camp and is the primary responsibility 
of neither.  There is a consequent lack of lead-
ership on the subject of countering nuclear 
terrorism.  Information is compartmentalized 
and agencies are stovepiped.  These patholo-
gies, Mowatt-Larrsen suggested, contribute to 
an inability to think strategically about nuclear 
terrorism; and this in turn leads to suboptimal 
investment of resources for combating nuclear 
terrorism.

If the United States is both threatened and 
vulnerable, then the question of how to cope 
with nuclear terrorism becomes compelling—
as indeed it was in Vienna.  What can be done 
to minimize the risk of nuclear terrorism?  
The discussion focused on several areas where 
improvements would be helpful, but one topic 
was paramount: the security of nuclear weapons 
and the fissile material to make them.  There is 
tremendous leverage in ensuring the security 
of weapons and materials because the nuclear 
terrorism risk shrinks to zero if terrorists cannot 
obtain them.  Weapons themselves tend to be 
well protected so the bigger worry is the secu-
rity of fissile materials.  Though the situation 
is better today than in times past, there are still 
stocks of weapons-usable materials that are not 
held to high standards of security.  In addition, 
there are concerns about the vulnerability of 
materials during transport and, of course, con-
cern about the spread of fissile material produc-
tion capabilities as more states pursue nuclear 
power.  Most experts, including Mowatt-Larssen, 
believe that if terrorists can obtain a sufficient 
quantity of fissile material, the other barriers on 
the path to a nuclear bomb can be surmounted.  
On the other hand, there is an aphorism that 
goes: no fissile material, no bomb.  Especially 
given how difficult it is to track nuclear mate-
rials once they have seeped into some illicit 
world, there is a huge premium on keeping fis-
sile material as well protected as possible.  Thus 
it is desirable to press for high global standards 
for fissile material storage.  Programs aimed 
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at providing specialized storage for nuclear 
materials, for consolidating vulnerable stocks in 
more secure locations, and for minimizing the 
use of weapons-usable materials for research 
or in civil nuclear sectors deserve high priority 
support.  These should be combined with more 
aggressive measures to combat black-market 
activity like that of A. Q. Khan.

The security of fissile material clearly 
emerged as the highest priority in combating 
nuclear terrorism, but a number of other steps 
were considered to improve the ability to cope 
with this threat.  Organizationally, there needs 
to be better integration of intelligence ser-
vices and better sharing of information among 
intelligence services and with law enforcement 
agencies.  Someone, it was strongly argued, 
needs to be directly in charge of the US gov-
ernment’s efforts to prevent nuclear terrorism; 
and there should be an accountable chain of 
command.  Another category of steps involves 
improving technical capabilities that assist in 
fighting nuclear terrorism.  There was consid-
erable interest, for example, in the improve-
ment and deployment of detection capabili-
ties that increase the ability to screen cargoes 
or vehicles.  Similarly, advances in nuclear 
forensics has potential to make it possible to 
identify the source of the nuclear material used 
in a detonation—a capability that might allow 
perpetrators to be found or state sponsors to 
be held accountable.  There was also much 
discussion of the imperative for international 
cooperation in battling the nuclear terrorism 
threat.  Sources of nuclear material are found 
in various places around the globe, black mar-
kets are almost inherently transnational, ter-
rorists move around the world to conduct their 
attacks.  There is no way to effectively thwart the 
nuclear terrorism threat without international 
cooperation.  In Vienna, there was concern 
that global coordination on this issue is not 
sufficient and particular preoccupation with 
the importance of collaborating with Russia on 
the nuclear terrorism problem; it is the larg-
est potential source of materials and weapons 

and borders on regions where extremism and 
nuclear appetites exist. 

The discussion also tackled two broader 
issues connected to nuclear terrorism.  First, 
can it be deterred?  Conventional wisdom sug-
gests that terrorists with “no return address” 
cannot be deterred—especially if they are 
engaged in suicide terrorism.  But it is worth 
considering whether the certainty of harsh 
reprisals, the holding to account of individual 
terrorist leaders (who rarely themselves carry 
out operational missions and appear to desire 
survival), the threat to attack their valued assets, 
or the commitment to punish state sponsors 
of terrorists who are linked to attacks, might 
provide some deterrent benefit.  Second, there 
was considerable interest in Vienna in thinking 
about ways of ameliorating the conditions that 
seem to motivate the nuclear terrorist threat 
in the first place.  As one participant framed 
it, perhaps one element of the response to the 
nuclear terrorism threat should be to employ 
soft power to reach out to the Islamic world, 
to encourage the voices of moderation in that 
world, to welcome and acknowledge those in 
the Islamic world who condemn the violence 
perpetrated by Al Qaeda, and to promote the 
idea that these moderate voices should monitor 
their world to identify those forces so extreme 
and so violent that nuclear terrorism would be 
a possible element of their strategy.  

In sum, the Aspen gathering surveyed the 
global nuclear landscape, addressing an exten-
sive array of issues.  Though each broad topic 
raised its own complex set of issues, one of the 
themes of the meeting was the interactions and 
reverberations across these various issue areas.  
The spread of nuclear power, for example, has 
enormous implications for nuclear power and 
nuclear terrorism; it is really not possible to 
consider them in isolation from one another.  
Similarly, US-Russia nuclear arms control has 
significant implications for the management of 
the nonproliferation regime.  Vienna provided 
an integrated look at this interlocking set of 
issues; and the discussion made clear that the 
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nuclear challenges of the current day, though 
different from those of the Cold War, are sig-
nificant.  Failure to tend properly to the global 
nuclear order can still lead to catastrophe, 
and the greatest threat to the well-being of the 
United States still is found in possession by hos-
tile actors of nuclear weapons.

* The Nuclear Suppliers Group, created in 1975, is a 
voluntary group of 46 countries that harmonize their 
export controls for nuclear and dual-use exports as an 
adjunct to the Nuclear Nonproliferation Treaty.
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Managing the Growth of Nuclear Power:   
Nuclear Renaissance or Not?

Sharon Squassoni
Director, Proliferation Prevention Program
Center for Strategic and International Studies

Since 2005, more than 65 countries have 
expressed interest in joining the 30 countries, 
plus Taiwan, that currently operate nuclear 
power reactors.   These countries are motivated 
chiefly by concerns about energy security and 
climate change, but their interest has been 
buoyed particularly by the recent enthusiasm 
for nuclear power that rivals the optimism of 
the 1950s and 1960s.  

This enthusiasm undoubtedly has been damp-
ened by the recent chain of events at Japan’s 
Fukushima Daiichi nuclear power reactors, 
which has left publics and governments alike 
wondering what is next for nuclear energy. The 
March 11, 2011, earthquake and tsunami that 
devastated Japan and killed tens of thousands 
of people resulted in partial core meltdowns at 
three reactors at the Fukushima Daiichi power 
plant.  Problems keeping the shutdown reactors 
and their spent fuel pools cool without off-site 
electricity produced hydrogen explosions and 
disseminated radiation, some of it detected at 
very long ranges.  At this writing, several coun-
tries that now operate nuclear power plants, 
including the United States, have announced 
intentions to conduct safety reviews.  China, 
which has the largest number of nuclear power 
plants under construction, has announced a 
temporary suspension of construction.  Italy has 
announced a year-long delay in moving forward 
with its plans for four power reactors.  

The long-term impact of the Fukushima 
accident on nuclear power in Japan and world-

wide is hardly knowable at this point, as the 
crisis is not over and the contributing factors 
will likely be revealed only over time.  Although 
many countries may regard the possibility of 
another such event combining earthquake and 
tsunami to be very low, particularly for them, 
the difficulties Japan—a highly sophisticated 
and technologically competent country—expe-
rienced because of the lack of electricity is 
likely to raise questions about the costs and 
risks of nuclear power. 

Drivers of Nuclear Enthusiasm
Energy security has become a chief concern 

for many countries as oil and natural gas prices 
have risen.  Since nuclear energy only produces 
electricity, the notion that it can reduce depen-
dence on foreign oil is only valid for those 
countries that still use oil for electricity.  While 
this may have been more prevalent before 1973, 
it is now the exception to the rule.  Oil depen-
dency (even in Japan and France, two countries 
that rely on nuclear power) persists because it 
is used heavily in transportation and industry 
sectors.  Nuclear energy is less affected by price 
fluctuations because fuel is a smaller contribu-
tion to the cost of electricity than is the case for 
coal or natural gas, and it is less vulnerable to 
supply interruptions than oil or gas. 

A second source of enthusiasm for nuclear 
energy has been concern about climate change.  
In the last ten years, observers have frequently 
remarked that nuclear energy must be part of 
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the future energy mix because of its low carbon 
emissions.  In the wake of Fukushima, some 
observers continue to opine that nuclear ener-
gy is worth the risk because of climate change.  
In mitigating climate change, however, two fac-
tors work against nuclear energy as a preferred 
option: the preparedness of the industry for 
rapid expansion and cost.  Simply put, there 
are much less expensive and quicker options to 
reduce CO2 emissions.  Even under optimistic 
projections of nuclear energy growth, nuclear 
power provides a much smaller contribution to 
CO2 emission reductions than measures such 
as efficiency and fuel-switching.1 

Trajectories of growth
There are many projections for nuclear power 

growth, but these must be carefully scrutinized 
for their assumptions.  Plans for nuclear power 
construction historically have been subject to 
change.  Public acceptance, cost and financ-
ing issues all play critical roles.  Because of the 
prestige that is attached to nuclear power, some 
countries may announce ambitious plans that 
are never fully realized.  For example, if all 
countries followed through on their current 
proposals to build nuclear power plants, the 
number of reactors worldwide would double in 
the next twenty years.  Yet, some of these coun-
tries have had plans for decades to build nuclear 
power reactors, with little evident progress.  

Scenarios for growth assume significant gov-
ernment support for nuclear power.  In fact, 
without significant government support, the 
worldwide share of nuclear energy in electricity 
generation is expected to decline from 14% to 
10% in 2030.  This is partly because electricity 
demand is expected to double by 2030. 

The most ambitious scenarios for nuclear 
growth assume certain CO2 emission reduc-
tions.  Most observers agree that for nuclear 
power to have a significant impact on climate 
change, existing capacity would have to double 
or triple.  This could mean growth from 441 

reactors (with 369 gigawatts-electric, [GWe] 
output) to 800 or 1,200 GWe by 2050.  In the 
2003 MIT study, Future of Nuclear Power, the high 
scenario for growth (significant enough to have 
an impact on climate change) assumed 1,500 
GWe by 2050. 

What’s really happening
Much of the current construction (65 plants 

being built, with some projects more than 10 
years old) is occurring in Asia.  China has 27 
projects underway.  Korea is building 5 addi-
tional nuclear power plants to complement the 
21 operating already; and Japan has two under 
construction, with 6 more planned to add to 
the 54 reactors now in operation (notwith-
standing the current situation).  India also has 
ambitious plans to expand its current capacity 
(19 power reactors with 9 GWe) sevenfold to 63 
GWe by 2050. 

Although the United States leads nuclear 
electricity production in the world, with 104 
reactors operating, no new reactors have been 
licensed for several decades.  Recent incentive 
programs have resulted in 17 license applica-
tions (as of December 2010), for constructing 
and operating 26 new reactors.  These are 
all for advanced (Generation III and III+) 
light-water reactors2 and include five differ-
ent designs: the AP-1000 (Westinghouse-
Toshiba), the ESBWR (GE-Hitachi), AREVA’s 
European Pressurized Reactor (EPR), the 
Advanced Boiling Water Reactor (GE-Hitachi) 
and the Advanced Pressurized Water Reactor 
(Mitsubishi).  However, no concrete has yet 
been poured, and expansion of the loan guar-
antee program (from $18 billion to $54 billion) 
for new nuclear power plants does not seem to 
be enough to realize significant expansion.  In 
the United States, nuclear energy is unlikely to 
be able to compete with natural gas unless pric-
ing is imposed on CO2 emissions.  Currently, 
most industry experts predict that only four to 
eight reactors will be constructed in the United 
States by 2020.



Among the 65 countries interested in nuclear 
power, Iran is closest to completing construc-
tion of a reactor at Bushehr.  The United Arab 
Emirates, Turkey and Vietnam are furthest along 
in planning reactors.  In December 2009, the 
UAE awarded a $20 billion contract to a Korean 
consortium headed by the Korea Electric Power 
Company (KEPCO) for four power reactors.  
Turkey and Vietnam have signed agreements 
with Rosatom for nuclear power reactors.  Other 
countries in various stages of the planning pro-
cess include: Jordan, Egypt, Morocco, Libya, 
Saudi Arabia, Oman, Qatar, Bahrain, Yemen 
and Kuwait in the Middle East; Bangladesh, 
Philippines, Indonesia, Malaysia, and Thailand 
in Southeast Asia; Azerbaijan, Belarus, and 
Kazakhstan in Central Asia; and Nigeria, Ghana, 
Algeria and Tunisia in Africa.  Countries that 
have expressed interest but have not yet defined 
goals include Israel, Chile, and Venezuela.

Risks of a nuclear renaissance: magnitude 
of expansion, locations, new kinds of reac-
tors, and fuel cycle technologies

A significant expansion and distribution of 
nuclear reactors could pose safety, security and 
proliferation risks.  With 500 reactors operating, 
if the likelihood of a serious accident involving 
damage to the reactor core is estimated at 1 in 
20,000 reactor operating years, such an accident 
could be expected every 40 years.  With 1,000 
reactors, the frequency could be every 20 years.  
A lot depends on where reactors are located, 
their design, and implementation of safety and 
maintenance measures.  Similar concerns may 
be in order for nuclear security.  Building 
reactors in countries that experience political 
instability or terrorist attacks could increase the 
security risks.  Finally, countries that are new 
to nuclear power must develop appropriate 
regulatory infrastructure and safety and secu-
rity cultures, all of which may take time.  The 
appended table lists countries and their com-
mitments to relevant international agreements 

and conventions regarding nuclear safeguards, 
physical protection and nuclear safety. 

Other risks could emerge from new suppli-
ers and new technologies.  China, Korea, and 
India have all expressed an interest in export-
ing power reactors.  Although China and Korea 
are members of the Nuclear Suppliers Group 
(NSG), they have not engaged in nuclear coop-
eration on a large scale before.  India, which is 
not a member of the NSG, is reportedly inter-
ested in selling its heavy-water reactors, which 
are widely regarded to pose greater prolif-
eration risks than light-water reactors (the pre-
dominant type of reactors worldwide).  Russia 
is promoting floating reactors, which can be 
towed to locations and then removed after their 
useful life, but the security and safety of such 
reactors has not been thoroughly evaluated. 

A significant expansion could also mean an 
expansion of fuel cycle capabilities—that is, 
not just building of power reactors, but also 
uranium enrichment and reprocessing plants.  
Such technologies can be used to make fuel for 
peaceful nuclear power or fissionable material 
for nuclear weapons.  Currently, such capabili-
ties reside in the five nuclear weapon states and 
a handful of non-nuclear weapon states (Japan, 
Brazil, Germany and Netherlands for enrich-
ment, and Japan for reprocessing).  Expanding 
these capabilities to additional countries would 
increase proliferation and nuclear security risks.  
Such facilities require enormous inspection 
effort and, even then, the potential for signifi-
cant quantities of material to be unaccounted 
for is high.  Moreover, the International Atomic 
Energy Agency (IAEA) is already operating 
under a constrained budget.  More importantly, 
the acquisition of these kinds of capabilities that 
is most critical to nuclear weapons programs 
and expansion, therefore, should be minimized.

The United Arab Emirates took a positive 
step in 2009 by announcing it would rely on 
the international market for fuel services such 
as enrichment and reprocessing, but other 
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states are wary of closing off future options.  
Some states, such as Jordan and South Africa, 
may want to exploit uranium resources.  Other 
states oppose new restrictions on the basis of 
what they perceive as their “rights” to the peace-
ful uses of nuclear energy under the Nuclear 
Nonproliferation Treaty (NPT).

The United States has been seeking, through 
its bilateral nuclear cooperation agreements, 
to obtain commitments from states not to 
enrich uranium or reprocess spent fuel.  Other 
major suppliers from France (AREVA), Korea 
(KEPCO), and Japan (Toshiba, Hitachi, 
Mitsubishi) have not made abstention from 
sensitive technology acquisition or develop-
ment a requirement for their nuclear coopera-
tion.  The Obama administration itself does not 
appear to have a unified policy in this regard, 
and officials reportedly seek such commitments 
as they are able to obtain.

Brakes on the renaissance?  Cost, safety, 
waste, and proliferation

Most observers agree that nuclear energy 
requires large government support and subsi-
dies because of the enormous up-front invest-
ment costs.  While a natural gas plant in the 
United States costs $310 million and 36 months 
to build, typical nuclear power projects cost 
$5 billion or more and at least 5 years for con-
struction, not counting licensing and regula-
tory schedules.3  For countries embarking on 
nuclear power programs, the IAEA estimates 
that it could take 15 years before the first reac-
tor produces electricity.  Recent reactor deals 
have involved considerable financing packages 
from vendors/governments.  In the United 
States, the cost of new nuclear power plants has 
been the biggest hurdle by far.

Safety issues are always a concern with respect 
to nuclear power, but may now receive even 
more attention in light of the Fukushima acci-
dent.  New designs may be scrutinized even 
more thoroughly for safety improvements, and 
regulatory agencies could revise their require-

ments regarding passive safety features (that 
do not require operator actions) and back-up 
power in the event of a loss of off-site electricity. 

A key consideration will be how to handle 
existing power reactors.  The nuclear industry 
had been relatively optimistic about extending 
licenses for nuclear power plants over 40 years 
old, even to 80 years.  Virtually all the nuclear 
power plants in the United States have had 
their licenses extended beyond 40 years.  The 
Fukushima accident, at a minimum, could 
launch reviews of extension decisions (as it has 
done in Germany) and could affect publics’ 
willingness to extend licenses for the oldest 
plants, since 5 of the 6 Fukushima Daiichi reac-
tors were close to 40 years old.  The need to 
replace aging reactors constitutes a significant 
challenge for the growth of nuclear power.

One positive outcome of the Fukushima acci-
dent would be to initiate realistic public discus-
sions about how to handle nuclear waste.  The 
vulnerability of spent fuel pools at Fukushima 
Daiichi demonstrates the risks of putting off 
decisions indefinitely and could help promote 
dry cask storage of spent nuclear fuel.  Concerns 
about how to handle nuclear waste could slow 
down new programs for nuclear power as coun-
tries study their options more seriously. 

Managing nuclear growth
The United States has been a leader in 

nuclear nonproliferation for decades, but its 
influence over the decisions of other states 
regarding nuclear energy is likely to be limited 
by the strength of its own nuclear industry.  If 
the United States is unable to pressure other 
countries to limit their fuel cycle activities 
through its bilateral nuclear cooperation agree-
ments, there are still a few avenues to pursue 
more manageable nuclear power growth.  The 
U.S. government should: 

•	 Become	a	leader	in	supporting	renewable	
energy and efficiency overseas, which carry 
no risks of nuclear proliferation, nuclear 
accidents or burdens of nuclear waste. 



•	 Offer	 its	 expertise	 in	 nuclear	 safety	 and	
regulation to all new nuclear energy states. 

•	 Press	 the	 Nuclear	 Suppliers	 Group	 to	
adopt the Model Additional Protocol as 
a condition of supply, and encourage all 
countries to incorporate a requirement for 
the Additional Protocol in nuclear cooper-
ation agreements and in vendor contracts.4

•	 Work	with	partners	to	ensure	that	the	IAEA	
has adequate funding.  IAEA responsi-
bilities have outpaced budgets for decades 
and, if an expansion of nuclear energy 
entails an increase in fuel cycle facilities, 
the safeguards burdens could increase 
dramatically.

•	 Press	 industry	 to	 supply	 nuclear	 reac-
tors and their components responsi-
bly.  Vendors should agree on minimum 
requirements for the sale of nuclear reac-
tors and components and make these 
standard clauses in contracts.  It will be 
important to reach beyond the NSG to 
other potential suppliers, particularly 
India and Pakistan.  Some of the mini-
mum requirements might include signing 
existing safety, security, and nuclear waste 
conventions.

•	 Abandon	 current	 discussions	 with	 the	
Nuclear Suppliers Group on criteria for 
transferring enrichment and reprocessing 
technologies in favor of the existing policy 
of restraint.  
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Country GWe Target 

Date 

Safeguards 

CSA            AP 

Safety 

CNS 

Security 

CPPNM 

Waste** Liability 

(Vienna 

Convention or 

CSC) 

Turkey 3-4? 2014 Y Y Y Y N N 

Bangladesh 2 2015 Y Y Y Y N N 
Jordan .5 2015 SQP Y N N N N 

Egypt 1 2015 Y N Y N N VC 

Morocco ? 2016 Y N* N Y Y VC* 

Azerbaijan 1  Y Y N Y N N 
Belarus 4 2016 Y N* Y Y Y VC 

Iran 6 2016 Y N* N N N N 

UAE 4 2017 SQP Y N Y N N 
Vietnam 15-16 2020-30 Y N* Y Y N N 

Thailand 4 2021 Y N* N N N N 

Israel 1  N N N Y N VC* 
Saudi Arabia ?  SQP N N N N N 

Oman ?  N N N Y N N 

Qatar ?  SQP N N Y N N 

Bahrain ?  SQP N* N N N N 
Kuwait ?  SQP Y Y Y N N 

Malaysia 5 2025 Y N* N N N N 

Indonesia 6 2025 Y Y Y Y N CSC* 
Kazakhstan .6 2025 Y Y N Y N N 

Nigeria 4 2025 Y Y Y Y Y VC 

Algeria 5? 2027 Y N Y Y N N 
Ghana 1 2030 Y Y N Y N N 

Tunisia .5 2030 Y N* Y Y N N 

Yemen  ? 2030 SQP N N Y N N 

Philippines 1 2030 Y Y N Y N VC, CSC* 
Libya 1 2050 Y Y N Y N N 

Venezuela 4? 2050 Y N N N N N 

Table I
New nuclear power aspirants (as of March 2011):  

A snapshot of their safety, security, waste and nonproliferation commitments

Abbreviations: GWe = Gigawatts, electric; CSA = comprehensive safeguards agreement (INFCIRC/153); AP = Model Additional 
Protocol; SQP = Small Quantities Protocol; CNS = Convention on Nuclear Safety; CPPNM = Convention on the Physical 
Protection of Nuclear Material; CSC = Convention on Supplementary Compensation

Notes: * = signed, not ratified

** = Joint Convention on the Safety of Spent Fuel Management and on the Safety of Radioactive Waste Management 
(INFCIRC/546)
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What Comes Next After New START
Reducing strategic nuclear arms has played 

a central role in the Obama administration’s 
“reset” policy with Moscow.  The administration 
believes the United States and Russia—which 
between them control more than 90 percent of 
the world’s nuclear weapons—can significantly 
reduce their arsenals in a way that promotes 
a more stable nuclear balance.  The adminis-
tration also believes that such reductions will 
bolster the credibility of its efforts to discourage 
the proliferation of nuclear weapons. 

The New Strategic Arms Reduction Treaty 
(New START) entered into force in February.  
It provides that, by 2018, U.S. and Russian 
strategic forces will each be limited to no more 
than 700 deployed intercontinental ballistic 
missiles (ICBMs), submarine-launched ballistic 
missiles (SLBMs) and nuclear-capable bomb-
ers, and 1,550 deployed strategic warheads.1   
The United States will reduce more strategic 
delivery vehicles—missiles and bombers—while 
the Russians reduce more deployed strategic 
warheads.2  

The Obama administration seeks another 
round of U.S.-Russia negotiations.  Russian 
President Dmitry Medvedev has agreed in prin-
ciple to a step-by-step process of nuclear reduc-
tions, though Moscow does not appear enthu-
siastic about engaging in early negotiations on 
further cuts and has said that other questions, 
such as missile defense, should be dealt with 
first.  Any new negotiation will be a more com-

plex process than the one that produced the 
New START Treaty.  Third-country nuclear 
forces, missile defense and long-range conven-
tional strike systems could also arise.  In paral-
lel, Washington and Moscow might consider 
cooperating to strengthen the broader nuclear 
non-proliferation regime.

Further Reductions in Deployed  
Strategic Forces

In a new negotiation, one issue will be wheth-
er to reduce the limit on deployed strategic 
warheads.  Some suggest, for example, that New 
START’s 1,550 warhead limit could be reduced 
to 1,000.3  Many analysts believe that the retire-
ment of aging Russian systems will cause Russian 
deployed strategic warheads to fall to a level of 
1,000-1,300, and that Moscow might then con-
sider building back up to the 1,550 limit.

A closely related issue will be counting rules.  
New START counts the actual number of war-
heads on ICBMs and SLBMs.4 The Pentagon 
has in the past considered putting conventional 
warheads on strategic missiles, a plan called 
“Prompt Global Strike.”  New START would 
count any conventional warheads on ballistic 
missiles under its 1,550 limit.  The administra-
tion does not see this as a problem; it says that 
it would deploy at most only a handful of con-
ventional ballistic missile warheads.  The sides 
might want to reconsider the bomber weapon 
counting rule; New START provides that each 
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deployed bomber counts as only one warhead 
under the 1,550 limit, even though bombers 
can carry many bombs or air-launched cruise 
missiles.5  

The United States will implement much of 
its New START reductions by “downloading” 
warheads from ICBMs and SLBMs.6  It will 
maintain 700 deployed ICBMs, SLBMs and 
bombers.7 Russia, by contrast, will under New 
START reduce its deployed strategic delivery 
vehicles to 500 or fewer, due to the aging of its 
strategic ballistic missiles and the modest rate 
at which it is building new missiles.  It does not 
appear that the Russians will download missiles; 
they will likely keep full warhead loads.

In a new negotiation, Moscow will almost cer-
tainly seek to reduce New START’s limit of 700 
deployed strategic delivery vehicles; any reduc-
tion of that limit would initially affect only U.S. 
strategic forces.  Washington will not be enthu-
siastic but will likely have to consider bringing 
down the 700 limit if it wants an agreement.  

Non-Strategic Nuclear Warheads
After the U.S. Navy retires the nuclear war-

heads for its sea-launched cruise missiles, as 
announced by the 2010 Nuclear Posture Review, 
the U.S. non-strategic nuclear arsenal will 
comprise 500 B-61 tactical bombs.8  President 
Obama has stated that the next round of nego-
tiations should address non-strategic nuclear 
weapons, and the Senate resolution of ratifica-
tion for New START requires the administra-
tion to seek to initiate negotiations to reduce 
the disparity in U.S. and Russian non-strategic 
nuclear weapon numbers.

The Russian non-strategic nuclear inventory 
contains a wide range of weapons.  While its 
geopolitical position may give Russia a greater 
need for non-strategic weapons, its current 
number—3,700-5,400, of which 2,000 are con-
sidered readily deliverable—is hard to justify.9  

The Russians show little interest in negotiating 
non-strategic weapons.  They see these weapons 
as offsetting what they regard as conventional 
force disadvantages vis-à-vis NATO and China 

(this is nothing new; NATO during the Cold 
War saw its tactical nuclear weapons as offset-
ting the Soviet Union’s superiority in conven-
tional forces).

If they negotiate on non-strategic systems, 
Washington and Moscow would likely limit 
warheads, not delivery systems, as most tactical 
delivery systems—such as F-16s—have primarily 
conventional roles.  Given the transportability 
of warheads, any limits should be global rather 
than regional.

 Moscow will seek to require that all nuclear 
weapons be based on national territory.  That 
would mean withdrawal of some 200 U.S. 
nuclear bombs from Europe.  The U.S. mili-
tary believes there is no military rationale for 
maintaining nuclear weapons in Europe, and 
some NATO members would support their 
removal.  Others, however, see the weapons 
as an important political symbol of the U.S. 
commitment to NATO and oppose withdrawal.  
The United States will consult with NATO and 
other allies on the issue of non-strategic nuclear 
weapons, and NATO is currently conducting a 
Deterrence and Defense Posture Review that 
will include the Alliance’s nuclear posture.

Short of a negotiated solution on non-stra-
tegic nuclear warheads, some suggest that the 
United States and Russia might consider other 
steps:  confidence-building measures such as 
greater transparency on numbers or consoli-
dation of weapons at storage sites away from 
NATO-Russian borders, and unilateral initia-
tives such as unilateral reductions, perhaps 
parallel equal percentage reductions.  Such 
measures would tend to fall more heavily on 
the Russians, due to their larger non-strategic 
nuclear arsenal.

Non-Deployed Strategic Warheads
In addition to strategic warheads deployed on 

ICBMs and SLBMs, the United States and Russia 
each maintain non-deployed strategic warheads 
in storage.  President Obama has said these 
should be included in the next negotiation, and 
the Russians will likely insist on it, because it is 



an area of U.S. advantage.  The U.S. military 
could “upload” its Minuteman and Trident mis-
siles, that is, return downloaded warheads to its 
strategic missiles, and significantly increase U.S. 
deployed strategic warheads beyond the New 
START 1,550 limit.  As Russia will not down-
load its strategic missiles—and thus will have no 
empty spaces on its missiles on which to place 
additional warheads—the Russians will have no 
meaningful upload potential.

The U.S. military maintains non-deployed 
strategic warheads for use as spares, as a hedge 
against geopolitical surprise, and as a hedge 
against an unanticipated technical problem 
in a warhead type.  The administration plans 
to spend $85 billion over the next ten years to 
make the nuclear infrastructure more robust 
and capable of faster fixes to technical prob-
lems.  That could reduce the number of non-
deployed strategic warheads the Pentagon 
desires as a hedge against a technical problem. 

A Single Limit on Nuclear Weapons
If Washington and Moscow agree to bring 

non-strategic and non-deployed strategic war-
heads into the negotiation, they will for the 
first time be discussing limits on all nuclear 
warheads—except for those retired and in the 
dismantlement queue.  The sides thus might 
consider whether it is time for a single limit 
covering all warheads.  (There is broad inter-
est in the U.S. government in this concept.  
The Russian government has not expressed a 
view, though some Russian nongovernmental 
experts prefer that non-strategic nuclear weap-
ons be dealt with separately).

A single limit might offer a way to trade off 
the Russian advantage in non-strategic nucle-
ar warheads and the U.S. advantage in non-
deployed strategic warheads.  For example, if 
the sides were to agree on a limit of 2,500 total 
nuclear warheads each with a sublimit of 1,000 
deployed strategic warheads, they would be 
free to choose how to allocate the difference of 
1,500 (assuming that each took full advantage 
of its 1,000 allotment for deployed strategic 

warheads).  The Russians might choose to keep 
more non-strategic warheads, the United States 
more non-deployed strategic warheads.

Verification and Monitoring Confidence
If the sides agree to limit non-strategic and 

non-deployed strategic nuclear warheads, they 
will face new verification challenges.  Under 
New START, monitoring the limit on deployed 
strategic warheads is straightforward, since the 
warheads are associated with deployed ICBMs 
and SLBMs in launchers, which are difficult 
to hide.  Limits on non-strategic and non-
deployed strategic nuclear warheads would 
raise issues such as inspections in warhead 
storage bunkers—new territory for both sides’ 
militaries.

A new agreement could result in a two-tiered 
verification system.  Using procedures building 
on New START, each side should be able to 
have high confidence in its ability to monitor 
limits on deployed strategic warheads and stra-
tegic delivery vehicles.  However, assuming the 
sides are not prepared for “anytime, anywhere” 
challenge inspections, they would have less con-
fidence in their ability to monitor limits on non-
strategic and non-deployed strategic warheads.  
The U.S. government, and later the Senate, 
would have to judge whether the advantages of 
achieving some limits on Russian non-strategic 
nuclear warheads and some verification mea-
sures outweigh the lesser confidence in the 
ability to monitor those limits.  

Third-Country Nuclear Forces
Britain, France, China, Israel, India, Pakistan 

and North Korea have nuclear arsenals, though 
the largest—either France or China at about 
300 nuclear warheads—is just a fraction of 
the U.S. and Russian arsenals.  At some point, 
however, the United States and Russia will not 
be inclined to continue reducing their nuclear 
forces without involving third countries.  The 
Obama administration hopes that there can be 
one more agreement applying only to U.S. and 
Russian forces before engaging other countries.
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In parallel with their bilateral negotiations, 
however, Washington and Moscow might begin 
consulting with Britain, France and China on 
those countries’ nuclear forces and doctrines.  
That would inform the U.S.-Russian negotia-
tion and begin to accustom those countries to 
the idea that their nuclear forces would at some 
point become subject to the reductions process.  
The five countries are scheduled to meet in 
Paris in June to discuss nuclear weapons issues.

Missile Defense and Long-Range 
Conventional Strike

There are a number of other issues that will 
likely influence a future U.S.-Russian nuclear 
reductions negotiation.  New START’s pream-
ble acknowledges the interrelationship between 
offense and defense:  one side’s defenses can 
affect the other side’s offenses.  The Russians 
worry that U.S. missile defenses could counter 
Russian strategic ballistic missiles and erode 
the Russian deterrent, even though U.S. policy 
seeks to defend only against limited ballistic mis-
sile threats posed by rogue states such as North 
Korea.  New START imposes no meaningful lim-
its on missile defense.10  The Russians ultimately 
accepted that because they concluded that U.S. 
missile defenses would not threaten their strate-
gic forces over the treaty’s ten-year term.

The Russians remain concerned about future 
U.S. missile defenses.  This concern could com-
plicate the negotiation of further reductions.  
Given that the next treaty could extend to 2025 
or 2030, and there is less clarity about U.S. 
missile defense plans in that period, Moscow 
will likely raise missile defense limits in the 
next START negotiation.  The Obama admin-
istration opposes such limits.  And, as was seen 
during the New START ratification debate, the 
Senate would likely reject a treaty limiting mis-
sile defense.

NATO-Russia missile defense cooperation—
which is now under active discussion—may 
offer a way out of this potential conundrum.  
Real cooperation on missile defense would 
give Moscow significant transparency about 

U.S. missile defenses, and might help reassure 
the Russians that those defenses are not aimed 
against Russia.  

The Russians also worry about the potential 
of long-range, precision-guided conventional 
strike systems—an area of U.S. advantage—to 
carry out missions that previously required stra-
tegic nuclear weapons.  It might be useful to 
discuss the implications of such conventional 
weapons for the nuclear balance, with a view 
to increasing transparency and providing reas-
surance that such systems will not undercut a 
nuclear arms agreement.11 

Deep or Incremental Reductions?
President Obama in April 2009 articulated 

the goal of a world free of nuclear weapons.  He 
made clear, however, that much had to happen 
first and that, until that time, the United States 
would continue to maintain a robust nuclear 
deterrent.  One issue for the next negotiation 
is how far the sides should reduce.  It would 
be possible to design a stable balance in which 
the United States and Russia each had 1,000 or 
even just 500 total nuclear warheads.  It is hard 
to see such reductions, however, without bring-
ing in third-country nuclear forces, which would 
increase the complexity of the negotiation.

Moreover, the Russians appear to put great-
er weight on nuclear weapons for both mili-
tary purposes and political prestige (nuclear 
weapons represent Moscow’s last real claim 
to superpower status).  Absent a paradigm 
shift in the two capitals, an effort to negotiate 
deep cuts would run the risk of bogging down.  
Washington and Moscow thus will likely pursue 
a more incremental approach to reductions.

U.S.-Russian Cooperation on Non-
Proliferation

The Obama administration believes that New 
START strengthens its diplomatic hand in 
working against nuclear proliferation.  To be 
realistic, neither New START nor a subsequent 
agreement is likely to change minds in North 
Korea or Iran; other strategies will be needed 



to persuade those countries to forgo nuclear 
weapons.  But U.S. reductions may increase 
Washington’s ability to mobilize other coun-
tries to work to dissuade Country X—the next 
country that considers proceeding down the 
nuclear weapons path.  

New START, signed in April 2010, had a posi-
tive effect at the May review conference of the 
nuclear Non-Proliferation Treaty (NPT).  The 
review conference produced a final document 
that reflected several key U.S. goals.  (By con-
trast, the 2005 NPT review conference produced 
no final document, and the United States was 
seen as part of the problem).  If the United 
States and Russia begin new negotiations this 
year, they might achieve a successor agreement 
to New START providing for further reductions 
in U.S. and Russian nuclear forces by 2014.  
That would position Washington and Moscow to 
press, either before or at the 2015 NPT review 
conference, for expanding the nuclear arms 
reduction process to include third countries.

The United States and Russia might work 
together in other areas.  For example, the April 

2010 nuclear security summit in Washington 
resulted in a road-map under which all countries 
are supposed to carefully secure their stocks 
of plutonium and highly-enriched uranium by 
2014.  The United States and Russia have coop-
erated extensively over the past 15 years—includ-
ing under the Nunn-Lugar Cooperative Threat 
Reduction Program—to improve the security 
of nuclear weapons and materials.  They might 
jointly design a “gold standard” model for other 
countries.  Washington and Moscow might also 
consider ways in which they could work together 
against possible nuclear terrorism.

Likewise, U.S.-Russian diplomatic coopera-
tion could be important to launching a nego-
tiation on a multilateral agreement to end 
the production of fissile materials for nuclear 
weapons.  Finally, were the United States to 
ratify the Comprehensive Test Ban Treaty, 
Washington and Moscow might work together 
to persuade other countries to sign and ratify 
the agreement as well.
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Table 1: U.S. Strategic Nuclear Forces, 201012

 Delivery Vehicles Warheads

Deployed ICBMs/warheads 
     Minuteman III 450 500

Deployed SLBMs/warheads
     Trident D-513 288 1,152

Nuclear-capable bombers/warheads
     B-2 18 100
     B-52H 76 216

Total strategic delivery systems/warheads 832 1,968

Table 2: U.S. Nuclear Warhead Numbers

Total number of nuclear warheads ~9,100

Total nuclear arsenal14   5,113

Deployed strategic warheads15   1,968

Deployed non-strategic nuclear warheads16     500

Non-deployed strategic and non-strategic warheads ~2,600

Warheads retired and awaiting dismantlement ~4,000

Table 3: Russian Strategic Nuclear Forces, 201017  

 Delivery Vehicles Warheads

Deployed ICBMs/warheads 
     SS-18 50 500
     SS-19 60 360
     SS-25 150 150
     SS-27 (includes RS-24/Topol M)  71 80

Deployed SLBMs/warheads
     SS-N-18 64 192
     SS-N-23 96 384
     SS-N-32 (Bulava) (in development) 16  -

Nuclear-capable bombers/warheads
     Tu-95 Bear 62 682
     Tu-160 Blackjack 13 156

Total strategic delivery systems/warheads 566 ~2,600
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Table 4:  Russian Nuclear Warhead Numbers18 

Total nuclear warheads ~11,900

Deployed strategic warheads ~2,600

Deployed non-strategic nuclear warheads ~2,000

Non-deployed strategic and non-strategic warheads
  (includes warheads retired and awaiting dismantlement) ~7,300

     Non-deployed/retired Russian strategic warheads  ~4,000

     Non-deployed/retired non-strategic warheads ~3,300

Table 5:  Notional U.S.-Russian Strategic Balance under New START 

 U.S.19 Russia20

Deployed ICBMs 420 192

Warheads on deployed ICBMs 420 542

Deployed SLBMs21  240 128

Warheads on deployed SLBMs 1090 640

Deployed nuclear-capable bombers 40 76

Warheads attributed to nuclear-capable bombers  40 76

Total deployed ICBMs, SLBMs and nuclear-capable bombers 700 396

Total warheads counted/attributed22 1,550 1,258
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Introduction
Dividing the world into two categories, those 

nations that are party to the nuclear Non-
Proliferation Treaty (NPT) and those that are 
not, produces a tally of 189 vs. four1. The NPT 
is the most widely accepted arms control treaty 
in history.  It is also the most successful, having 
kept the number of states with nuclear weap-
ons limited to a single digit.  As a measure of 
that success, only one of the nine9 currently 
nuclear-armed states, North Korea, developed 
weapons outside the restrictions of the NPT.  
Universalization remains a cherished goal of 
the treaty.  Yet, bringing new countries into 
the treaty serves little purpose if they then will-
fully violate it, as too many nations have been 
inclined to do.  

In the past decade, at least seven countries 
have broken the NPT-required safeguards rules 
in non-trivial ways.  Iraq and Libya did so 
with clear intent to develop nuclear weapons.  
Egypt and South Korea violated the report-
ing requirements without apparent malevolent 
intent.  Syria began unreported construction 
of a plutonium-production reactor that had no 
apparent civilian purpose.  One way or another, 
all of the preceding non-compliance problems 
have been resolved.  The greatest threats to the 
global nonproliferation regime are posed by 
the two outstanding cases: North Korea, which 
developed nuclear weapons while ostensibly an 
adherent to the NPT in the 1990s; and Iran, 
which is developing nuclear weapons capabili-

ties that it argues are within the limits of its NPT 
obligations.  Let us examine each in turn.  

North Korea – The Hardest Case
The greatest challenge to the non-prolifera-

tion system comes from North Korea.  It signed 
the NPT in 1985 but was never in good standing 
with the treaty and pulled out of it in 2003.  It 
is the only nation to have employed the Article 
X withdrawal clause, although whether it did so 
legally is still unresolved.  As an NPT member, 
North Korea in 1993 was declared to be in non-
compliance with its safeguards obligations for 
refusing a request by the International Atomic 
Energy Agency (IAEA) for a special inspection 
of camouflaged nuclear waste facilities that 
perhaps could have confirmed Pyongyang’s sus-
pected underreporting of plutonium produc-
tion.  To date, the plutonium production mys-
tery has never been solved and North Korea’s 
noncompliance has never triggered any real 
penalty. 

Under the 1994 Agreed Framework with 
the U.S. that averted war over the crisis, North 
Korea froze its plutonium program for eight 
years but meanwhile began a uranium enrich-
ment program that opened a second path to 
nuclear weapons.  U.S. discovery of procure-
ment efforts for the enrichment program and 
a consequent confrontation with North Korea 
over the issue led to the collapse of the accord, 
the expulsion of inspectors and resumption of 
the plutonium program. 
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In 2005, North Korea declared itself nuclear-
armed and, to prove the point, tested nucle-
ar devices in October 2006 and May 2009.  
Whether this makes Pyongyang a nuclear power 
is contested.  It is uncertain whether North 
Korea can produce an atomic warhead small 
enough to fit in the nose cone of its ballistic 
missiles, particularly the Nodongs, whose 900-
km (540-mile) range covers not only South 
Korea but also western Japan.  If North Korea 
obtained a weapon design trafficked by the 
Pakistan-based A.Q. Khan nuclear black market 
network—and whether it did is unknown—war-
head miniaturization would be a done deal.  
Protecting a ballistic-missile-mounted warhead 
against heat and buffeting during atmospheric 
reentry is another matter.  The North’s mis-
sile tests to date, including two failed tests of 
longer-range Taepodong missiles, probably do 
not provide sufficient confidence in this regard.  
Nuclear-armed North Korean aircraft presum-
ably could not penetrate adversary airspace 
without being shot down, but nuclear weapons 
delivery by a suicide-mission submarine or ship 
is not unthinkable. 

Today North Korea is estimated to possess 
enough plutonium for four to 11 implosion-
type bombs.  The range is wide because the 
amount of plutonium is unconfirmed and the 
amount that North Korea would need for each 
weapon is unknown.  Pyongyang insists it must 
be recognized as a nuclear-armed state and 
says it will not give up these weapons as long as 
it faces a nuclear threat; that is, until the U.S. 
abolishes its own nuclear arsenal and/or its 
policy of extended deterrence. 

Meanwhile North Korea remains a concern 
because of its proclivity for onward prolifera-
tion.  The evidence is almost conclusive that 
North Korea was the source of the gasified 
uranium that Khan sold to Libya in 2000-2001.  
About that same time, North Korea began help-
ing Syria build a plutonium-production reactor 
that Israel bombed in September 2007 before it 
could be fuelled. More recently, Burmese defec-

tors claim North Korea is colluding with Burma 
on nuclear weapons development, though the 
evidence presented to date is not persuasive.  
Most worrisome of all is the potential for North 
Korea-Iran nuclear cooperation, though the 
allegations here are based almost solely on con-
jecture.  There is good reason to worry, but not 
yet to bring charges.

 The uranium enrichment facility that North 
Korea revealed to visiting American scholars 
last November is said to be for producing fuel 
for a prototype light-water reactor under con-
struction.  If reconfigured, however, it could 
produce highly-enriched uranium (HEU) suf-
ficient for one or possibly two weapons a year. 
For reasons that remain unclear, North Korea 
seems to have switched its emphasis from pluto-
nium to uranium enrichment.  The plutonium 
program was suspended for a second time in 
2007 in an agreement reached through the Six-
Party Talks (both Koreas, China, Japan, Russia 
and the U.S.).  That deal fell through in 2008 
over disagreement on verification.  But North 
Korea to date has not restored the plutonium-
production reactor or the other facilities it par-
tially disabled that year.

Diplomatic efforts to “denuclearize” North 
Korea have run out of steam.  The hand of 
engagement offered to Pyongyang by President 
Obama upon his inauguration was met with a 
fist of defiance:  a rocket test in violation of UN 
Security Council resolutions and the May 2009 
nuclear test.  North Korea’s uncompromising 
posture was surely influenced by the hard-line 
policies adopted by South Korea’s new, con-
servative government.  When President Lee 
Myung-bak took over in early 2008 he ended 
his predecessors’ “Sunshine policy” toward the 
North on grounds that it was all give and no 
take.  No amount of aid was enough to per-
suade Pyongyang to rein in its nuclear program.  
The year 2010 then saw North Korea torpedo a 
South Korean naval vessel in May and shell an 
island in November, killing 48 in total, includ-
ing two civilians. 



Whatever the external factors, North Korea’s 
stepped-up belligerence took place in the con-
text of an unfolding power transition. The 
stroke that leader Kim Jong-il suffered in August 
2008 forced him to accelerate preparations for 
dynastic succession to his 20-something young-
est son, Kim Jong-un.  Outsiders do not know 
whether, and to what extent, there is resent-
ment among the ranks of the nomenclature 
over the sudden elevation of the inexperienced 
youngster to leading party positions and a vice 
marshal with no less than four stars.  But firm-
ing up national unity by invoking a self-insti-
gated foreign threat is a tried-and-true tactic of 
autocratic rule.

China sees resumption of the Six-Party Talks 
as the only way forward.  A burgeoning internal 
debate over whether China’s national secu-
rity would be better off with or without the 
Kim regime on its border has been decisively 
settled in favor of the status quo.  Beijing thus 
refuses to criticize Pyongyang’s provocations 
and instead has upped aid and investment.  It 
is setting in place the pieces for North Korea to 
become a de facto Chinese protectorate. 

North Korea says it also seeks Six-Party Talks, 
though on terms that implicitly recognize its 
nuclear status. The Obama administration has 
no interest in making concessions for the sake 
of bringing Pyongyang to the table.  As Defense 
Secretary Gates likes to say, the U.S. has bought 
that horse too many times before.  Maintaining 
a posture of “strategic patience,” Washington 
seeks evidence of a North Korean commitment 
of denuclearization and a prior readiness to 
resume meaningful North-South talks.  On this, 
South Korea and Japan are solidly, and unusual-
ly, in step with the U.S.  All conclude that North 
Korea is no longer willing—if it ever was—to 
trade its nuclear silver for any concessions they 
realistically can offer. 

The trouble with strategic patience is that it 
does not reduce the nuclear threat and increas-
es the likelihood of additional provocations.  
Policies of deterrence and containment, includ-

ing by strengthening interdiction capabilities 
through the Proliferation Security Initiative,3 

can help prevent North Korea from again 
exporting its nuclear secrets.  Export controls, 
sanctions and financial pressure can also help 
prevent North Korea from acquiring foreign 
materials with which to expand its bomb-mak-
ing potential.  Such policies alone are probably 
not enough, however. They did not prevent 
the North from setting up a modern centrifuge 
plant that appears to be more advanced than 
Iran’s.  A way needs to be found to restore 
diplomacy to the mix of policy tools in dealing 
with this most difficult of regimes.

Iran:  The Focus of Attention
If North Korea is the most difficult case, why 

does Iran’s nuclear program seem to attract 
so much more concern?  One reason is that, 
unlike the North Korean case, non-prolifera-
tion vis-à-vis Iran has not yet failed.  The other 
reason for giving Iran more attention is that if 
this effort, too, fails, the repercussions will be 
greater.  An Iran with the bomb is more likely 
to spark an all-out war than was the case with 
Pyongyang’s bomb.  Both Israel and the U.S. 
insist they cannot accept a nuclear-armed Iran.  
And they are not the only countries with vital 
national security interests at stake.  Saudi lead-
ers talk freely about the need for following suit 
if Iran acquires nuclear weapons.  This is not 
to say that a nuclear proliferation cascade is a 
foregone conclusion.  It takes at least a decade 
to develop nuclear weapons and Iran’s neigh-
bors have other ways to defend themselves, and 
much to lose if they follow Iran’s path.  Still, 
Saudi Arabia, Egypt, Turkey and maybe others 
would want at least to keep the nuclear option 
open for themselves if Iran crosses the line of 
nuclear weapons production.

Iran professes, of course, that its nuclear pro-
gram is only for peaceful purposes.  This stated 
policy is underscored by a religious ruling.  
Professions of innocence are belied, however, 
by systematic violations of IAEA safeguards—14 
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kinds of reporting violations over the course of 
18 years, as documented by the IAEA in 2003—
and ongoing obstruction of IAEA investigations.  
Notwithstanding the civilian-energy purpose of 
projects such as the Bushehr power reactor, the 
totality of the evidence indicates beyond reason-
able doubt that Iran also seeks a capability to 
produce nuclear weapons.  The endeavor is not 
a crash effort akin to Pakistan’s nuclear bomb 
project, which reached the nuclear weapons 
threshold eleven years after A.Q. Khan stole 
enrichment technology from the Netherlands.  
If Iran wanted to produce the fissile material for 
a nuclear weapon as soon as possible, it could 
have moved more quickly than the 25 years it 
has been at it so far.  Overall, Iran’s leaders have 
tried to keep their weapons intentions ambigu-
ous. Yet the “purely peaceful” justification is not 
credible.

Like North Korea, Iran has pursued two 
paths to a nuclear weapons capability.  In its 
case, the plutonium path is further away.  A 
heavy-water research reactor under construc-
tion at Arak is ostensibly for civilian purposes 
but is similar in size to reactors used by India, 
Israel and Pakistan to produce plutonium for 
weapons.  Here again, the issue is one of poten-
tial.  To separate plutonium from the reactor’s 
spent fuel would require a reprocessing capabil-
ity, which Iran does not now have.  Luckily, the 
proliferation threat from Arak is well behind 
schedule, because Iran has not been able to 
produce or to procure the large metal compo-
nents for the reactor. 

The Bushehr nuclear power reactor, which 
is finally due to go on-line soon, is also a poten-
tial source of weapons-usable plutonium.  Its 
annual discharge of spent fuel will, in theory, 
contain enough plutonium for a few dozen 
nuclear weapons.  However, the “reactor-grade” 
plutonium produced as a by-product of electric-
ity generation is not well suited for weapons.  
Although Iran could operate the Bushehr reac-
tor in a way that would produce “weapons-grade” 
plutonium, doing this would tip off inspectors.  

Iran would also have to build and conceal a 
reprocessing plant for spent fuel for this kind 
of reactor, which is technically challenging, and 
prevent Russia from following through with its 
obligation to take back the spent fuel.

The most pressing proliferation concern 
stems from Iran’s development of uranium 
enrichment technology.  The enrichment pro-
gram based at Natanz has been delayed by tech-
nical troubles stemming from the faulty design 
of the first-generation centrifuge employed and 
industrial sabotage, including targeting by the 
Stuxnet computer malware.4  Iran’s ability to 
operate many more than about 4-5,000 centri-
fuges at Natanz is limited by its access to key 
raw materials and equipment.  Despite claims 
of self-sufficiency, the enrichment program is 
still dependent on foreign supplies of certain 
materials and components.  Iran may be able to 
overcome these constraints over time, but strict 
application of export controls and intelligence 
scrutiny of global black markets will hamper its 
ability to rapidly expand uranium production.

Notwithstanding the technical troubles at 
Natanz and centrifuge-production limitations, 
Iran has already produced about 4,000kg of 
low-enriched uranium (LEU), which if further 
enriched to weapons grade—and it is a big 
“if”—would probably be enough for two nuclear 
weapons.  If Iran were to use the Natanz facil-
ity for this purpose, it would take a little over 
1.5 years to produce the first bomb’s worth of 
highly-enriched uranium (HEU).  In theory, a 
quicker path, called a batch enrichment pro-
cess, could produce the first weapon’s worth of 
HEU in six months. However, this method has 
never been done in practice.  Whichever meth-
od was used, at least six more months would be 
required to convert the gasified HEU into metal 
and fashion it into a weapon.  The minimum 
timeline, then, for the first weapon, is over two 
years under the usual method and one year for 
the batch method.

Developing a means to deliver a nuclear 
weapon adds to the timeline.  Like North 
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Korea, Iran has put great effort into developing 
a variety of intrinsically nuclear-capable ballistic 
missiles.  Iran acquired the Nodong from North 
Korea, renamed it the Shahab-3, and then made 
its own variation, the Ghadr-1.  Interesting, this 
missile, with its distinctive baby-bottle-shaped 
nose cone, showed up at a Pyongyang military 
parade last October.  This suggests that mis-
sile cooperation between the two countries has 
become reciprocal.  Iran’s most capable missile, 
the solid-fuel propelled Sajjil-2, is still two to 
three years away from becoming operational.  
Its 2,200-km (1,320 mile) range would allow it 
to hit Israel and other targets even when fired 
from protected positions well inland. 

Because Natanz is under IAEA regular inspec-
tions, use of the centrifuges there for HEU pro-
duction would become known and thereby give 
the IAEA several weeks’ warning, at the very 
least.  Therefore, if Iran did decide to build 
a nuclear bomb, it would probably try to do 
so through a parallel secret set of facilities in 
order to bypass inspectors.  To succeed, Iran 
would have to keep secret both the enrichment 
plant and the upstream feed-material chain: 
uranium mining, milling and conversion to gas-
ified form.  Iran’s willingness to construct secret 
enrichment facilities, and not to report them 
to the IAEA until they are discovered, is thus 
extremely troubling.  Notwithstanding Iran’s 
lack of success so far in keeping facilities secret, 
detection of clandestine enrichment facilities is 
uncertain.  Iran’s 2006 suspension of its adher-
ence to the Additional Protocol, which granted 
IAEA inspectors access to more sites, increased 
the uncertainty about clandestine production.  
Iran’s declaration in December 2009 that it 
intends to build a total of ten other enrichment 
plants, while surely an exaggeration given Iran’s 
inability even to fully outfit Natanz, added to 
the international unease caused by the 2009 
revelation of a previously secret enrichment 
plant at Fordow.

If Iran truly had nothing to hide, there 
would seem to be little purpose in insisting on 

positions that do nothing but hide its nuclear 
activities.  Iran broke off implementation of 
the safeguards Additional Protocol, repeatedly 
bars experienced IAEA inspectors, and is the 
only proponent of an obsolete version of a 
safeguards provision on early notification of 
new facilities. These actions seriously impede 
the IAEA’s ability to detect nuclear-weapons 
indicators. 

Nevertheless, the claim of peaceful intent, 
and the religious prohibition that underlies stat-
ed policy, could be a useful basis for a negoti-
ated solution to the problem.  Iranians attuned 
to the reality of global politics recognize that 
nuclear weapons would make Iran a target of 
international hostility, spur further prolifera-
tion in the region and extend America’s policy 
of nuclear deterrence to their neighborhood.  
Although the temptation for Iran’s leaders to 
eventually translate nuclear potential into real-
ity could be difficult to resist once the option is 
available to them, many argue that Iran will be 
content to have a nuclear-weapons option with-
out actually producing nuclear weapons.

Whether or not Iran’s adversaries will allow 
it to become a virtual nuclear-capable nation 
is uncertain, especially as it establishes more 
“facts on the ground” by increasing its stockpile 
of LEU and developing more powerful centri-
fuges.  If Iran is able to produce large numbers 
of more advanced centrifuges, the break-out 
options will become more alarming.  At present, 
however, the likelihood that any dash by Iran for 
a bomb would be detected before it assembled 
a single weapon—much less the small arsenal 
that would be needed to make break-out worth 
the risk— allows time for a negotiated solution, 
should Iran’s leaders decide to seek one.

Unfortunately, those leaders show no sign of 
wanting a negotiated solution, unless it means 
acceptance of Iran’s nuclear program.  Iran 
has stated a willingness to accept some further 
transparency, although not more than what 
is required of other countries.  Even Iranian 
acceptance of the additional inspector access 
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provided for in the Additional Protocol, which 
is not mandatory, would not provide sufficient 
confidence that Iran’s intentions are purely 
peaceful.  Concerned countries would want to 
see more transparency—a kind of “go-anywhere, 
anytime” inspection authority sometimes called 
an “Additional Protocol plus.”  Concerned 
states would also want to see limits put on Iran’s 
enrichment program and a foreswearing of 
reprocessing technologies that would allow Iran 
to separate weapons-usable plutonium from its 
reactor spent fuel.  Negotiating such limits does 
not seem possible at a time when Iran, such as at 
the Istanbul meeting in January, does not even 
want to talk about a revised form of nuclear 
fuel swap that would require it to send the bulk 

of its enriched uranium out of the country.  
Deterrence and containment policies are thus 
the best of a bad set of policy choices.

1 The four are: India, Israel, Pakistan and North Korea.

2 The nine are: United States, Russia, United Kingdom, 
France, China, India, Israel, Pakistan and North Korea.

3 The PSI was launched by the Bush Administration in 
2004 to strengthen cooperation among states to stop 
illicit WMD shipments.

4 This was purportedly developed and unleashed by 
Israel and the U.S. against Iran’s centrifuges in 2009-
2010.



Risk = Intent x Capabilities x 
Consequences

By the standard set by this fundamental risk 
assessment equation, nuclear terrorism is a real 
and urgent threat.  Given the potentially cata-
strophic consequences, even a small probability 
of terrorists getting and detonating a nuclear 
bomb is enough to justify urgent action to 
reduce the risk.  It is plausible that a technically-
sophisticated group could make, deliver, and 
detonate a crude nuclear bomb if it could get 
sufficient fissile material.  

Only two groups are known to have sought a 
yield-producing nuclear bomb.  In the 1990s, the 
Japanese cult group Aum Shinryko unsuccess-
fully sought to acquire and use nuclear weapons 
to trigger the collapse of world order.  Al-Qaeda 
and its associated Islamist extremist groups have 
sought nuclear weapons for almost two decades, 
without making observable progress. 

However, recent writings from top al-Qaeda 
leadership (2003 and 2008) offer a meticulously 
researched religious justification (fatwa) for the 
use of weapons of mass destruction (WMD) that 
include mass slaughter of civilians.  It is clear 
that the group desires high-end WMD, either 
biological weapons or nuclear weapons capable 
of killing ten million Americans. Given this 
mindset, a radiological dispersal device, or so-
called “dirty bomb,” appears to be of little inter-
est to a group that is bent on changing history. 

In assessing this fatwa’s possible relevance 
in future attacks, there are chilling similarities 
between al-Qaeda chief Osama bin Laden’s 
“fatwa” in 1998 that served as a harbinger of 
the 9/11 attack in 2001, and al-Qaeda deputy 
chief Ayman al-Zawahiri’s WMD treatise in 
1998.  Indeed, it is possible that if the timing 
of this planning cycle holds true, al-Qaeda is in 
the middle of a window for another large-scale 
attack on the United States.  If this be the case, 
the ample religious justification that has been 
provided requires no more warnings, or expla-
nations, in advance of a future attack.

Taking into account the unshakable nature 
of al-Qaeda’s nuclear intent, denying them 
nuclear capability is crucial.  Making a crude 
nuclear bomb would not be easy, but is poten-
tially within the capabilities of a technically 
sophisticated terrorist group, as numerous gov-
ernment studies have confirmed.  Detonating 
a stolen nuclear weapon would likely be diffi-
cult for terrorists to accomplish, if the weapon 
were equipped with modern technical safe-
guards (such as the electronic locks known as 
Permissive Action Links, or PALs).  Terrorists 
could, however, cut open a stolen nuclear 
weapon and make use of its nuclear material for 
a bomb of their own.

Al-Qaeda’s determined, long-term approach 
also places great importance on ensuring that 
nuclear weapons and weapons-usable materials 
are secured to a “Fort Knox” standard to ensure 
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terrorists cannot exploit the potential existence 
of malicious insiders in nuclear establishments.  
The nuclear material for a bomb is small and 
difficult to detect, making it a major challenge 
to stop nuclear smuggling, or to recover nucle-
ar material after it has been stolen.  Hence, a 
primary focus in reducing the risk must be to 
keep nuclear material and nuclear weapons 
from being stolen by continually improving 
their security, as agreed at the Nuclear Security 
Summit in Washington in April 2010.

Given the grave consequences of a single 
bomb that is detonated in any city in the world, 
urgent global action is required to reduce the 
risks.  Risk is driven by the rise of terrorists 
who seek to inflict unlimited damage, many of 
whom have sought justification for their plans 
in radical interpretation of Islam; by the spread 
of information about the decades-old tech-
nology of nuclear weapons; by the increased 
availability of weapons-usable nuclear materi-
als; and by globalization, which makes it easier 
to move people, technologies, and materials 
across the world.

Cooperation between Russia and the United 
States, the two countries with the largest nucle-
ar stockpiles and the most extensive experience 
in cooperation to improve nuclear security 
and interdict nuclear smuggling, is particularly 
important in reducing the danger nuclear ter-
rorism could pose to the security of both coun-
tries and the world.  International intelligence 
and law enforcement cooperation targeted on 
countering nuclear smuggling and identify-
ing and stopping terrorist nuclear plots are 
also important steps to reduce the danger of 
nuclear terrorism.1 

NATURE OF TERRORIST WMD INTENT

The threat of nuclear terrorism is broader 
than al-Qaeda, and militant Islam.  In the 
future, other groups will no doubt manifest 
WMD intent.  For today, al-Qaeda serves the 
best case study for understanding the threat 
posed by nuclear terrorism.  And this threat is 
here with us now.

In 2008, al-Qaeda deputy chief al-Zawahiri 
meticulously laid out the group’s WMD think-
ing in his book, “Exoneration.”  The al-Qaeda 
leadership’s justification for the use of WMD on 
religious grounds cannot be dismissed as being 
a theological exercise.  In all probability, the 
leadership is explaining why the use of WMD is 
necessary because they are actively planning to 
use these weapons; if 9/11 was a declaration of 
war against America, a Hiroshima bomb is a way 
to win the war.  Nuclear and “big bio” weapons 
are desirable because they can produce global 
economic disruption, cause mass casualties, and 
perhaps most importantly, create widespread 
doubts concerning world order and governance.

In this light, there are chilling similarities 
between the warning and planning cycle asso-
ciated with the 9/11 attack, and rituals associ-
ated with al-Qaeda’s WMD statements.  Osama 
bin Laden issued a religious ruling (fatwa) in 
1998 that served as a harbinger of the 9/11 
attack.  The al-Qaeda’s leader’s declaration of 
war against America did not only fulfill a reli-
gious obligation; it launched secret planning for 
an unprecedented attack that took place three 
years later.  The timing of al-Zawahiri’s fatwa in 
2008—which meticulously justifies an unprec-
edented attack on an almost unimaginable scale 
of destruction—may also have hatched planning 
for an attack that is intended to fulfill al-Zawahi-
ri’s promises to raise the level of violence.  

But al-Qaeda is bound by obligations and 
rituals that are intertwined with attack plan-
ning.  Religious pre-justification and serial 
warnings are required for introducing new 
rules into the battle.  To that end, on May 21, 
2003, senior Saudi cleric Nasr al-Fahd offered 
three arguments for using WMD in a fatwa that 
was requested by the al-Qaeda leadership.

1. One kills in a good manner only when one 
can.  If those engaged in jihad cannot do so, for 
example when they are forced to bomb, destroy, 
burn or flood, it is permissible.

2. One avoids killing women and children only 
when one can distinguish them.  If one cannot 
do so, as when infidels make a night attack or 



invade, they may be killed as collateral to the 
fighters.

3. Similarly, killing a Muslim is forbidden and 
not permitted; but if those engaged in jihad are 
forced to kill him because they cannot repel the 
infidels or fight them otherwise, it is permitted, 
as when the Muslim is being used as a living 
shield.

In 2008, Zawahiri resurrected Nasr al-Fahd’s 
fatwa, and raised key Quranic themes to justify 
the use of WMD to include: the legality of kill-
ing women, children, and the elderly; the use of 
Muslim shields; the inevitability of environmen-
tal destruction; notions of retaliatory use and 
deterrence; attacking in the night and uninten-
tionally harming noncombatants; among other 
such issues.  Zawahiri explained why he consid-
ers the United States to be the “main enemy of 
all Muslims,” and a “single juridical entity” under 
Islam.  This judgment means all Americans are 
valid targets, whether they are men, women, 
or children.  Indeed, not only are the same 
scholars, clerics and quotations recounted in 
“Exoneration,” but many of the same examples 
are used nearly verbatim. 

Al-Qaeda’s justification of WMD under Islam 
has been met with a fairly muted response. 
Most Islamic scholars and clerics have not spo-
ken specifically on WMD, and those who have, 
tend to place WMD in the broader context of 
Quranic rulings related to waging “just war,” an 
approach that unfortunately does not address 
the unique moral aspects of using WMD.2  

PATHWAYS TO CAPABILITY

Intent itself, without acquisition of capability, 
is an empty threat.  How might terrorists get the 
capability to create a nuclear blast?  They might 
get an assembled nuclear weapon, and attempt 
to set it off, or they might get weapons-usable 
nuclear material and attempt to make it into a 
crude nuclear bomb.  In either case, they might 
try to steal the nuclear weapon or material; they 
might try to buy it on the black market from 
others who had already stolen it; or they might 
try to get a state to sell or give it to them. 

The group has repeatedly attempted to pur-
chase stolen nuclear material or nuclear weap-
ons, and has repeatedly attempted to recruit 
nuclear experts.  Al-Qaeda reportedly con-
ducted tests of conventional explosives for its 
nuclear program in the desert in Afghanistan.  
The group’s nuclear ambitions continued after 
its dispersal following the fall of the Taliban 
regime in Afghanistan.

While there are significant gaps in knowl-
edge, al-Qaeda appears to have been frustrated 
thus far in acquiring a nuclear capability; it is 
unclear whether the group’s nuclear-related 
planning has progressed to a substantial degree 
to acquiring capability.  Furthermore, pressure 
from a broad range of counter-terrorist actions 
probably has reduced the group’s ability to 
manage large, complex projects, but has not 
eliminated the danger. 

Purchase or Theft. After the Cold War ended, 
the former Soviet Union was an attractive place 
to shop for nuclear components.  In fact, 
there are reports that Ayman al-Zawahiri visited 
Russia in the mid-1990s seeking to purchase 
WMD.  However, al-Zawahiri’s announcement 
in 2001 that al-Qaeda had obtained nuclear 
devices in the former Soviet Union does not 
ring true.  If the terrorist organization had 
purchased such weapons, why announce it to 
the world?  There is no evidence that any of 
the many press reports suggesting that terror-
ists have managed to buy or steal stolen nuclear 
weapons is true.  

Each nation that possesses nuclear weapons 
maintains substantial security for them and a 
rigorous accounting of how many they possess.  
Theft is the least likely possibility, given the 
level of security at facilities and a multi-layer 
system of preventing unauthorized detonation.  
However, measures should be considered to 
eliminate any risks, particularly in unstable 
areas of the world, that terrorists could steal a 
nuclear bomb and then take it to a safe facility 
to defeat whatever measures it may have for 
preventing unauthorized detonation.

Construct. Counting assembled nuclear 
weapons is far easier than accounting for nucle-
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ar material in bulk form.  Some weapons-usable 
nuclear material (particularly in the civilian sec-
tor) does not have the same level of security that 
nuclear weapons have.  As a result, terrorists’ 
best chance of achieving a WMD capability may 
be a long-term effort to construct an improvised 
nuclear device (IND) from weapons-usable 
material they manage to steal or purchase on 
the nuclear black market. 

Al-Qaeda’s experience on the nuclear black 
market has taught its planners that their best 
chance at mounting some sort of nuclear or 
radiological attack is to build an IND construct-
ed of illegally-purchased, weapons-usable mate-
rial.  The direct pathway of finding a “loose 
nuke” or “suitcase nuke” is riddled with scam 
artists and intelligence services dangling their 
wares to terrorists.  So while building a bomb 
is surely not the preferred course of action, it 
might be the only realistic pathway for sub-state 
actors who cannot develop the infrastructure 
necessary to enrich fissile material.

There are two basic types of INDs terror-
ists might make.  A “gun-type” bomb made 
from highly-enriched uranium (HEU), in par-
ticular, is basically a matter of slamming two 
pieces of HEU together at high speed.  An 
“implosion-type” bomb—in which precisely 
arranged explosives crush nuclear material to 
a much higher density, setting off the chain 
reaction—would be substantially more difficult 
for terrorists to accomplish, but is still plausi-
ble, particularly if they received knowledgeable 
help (as they have been actively attempting to 
do).3  A crude implosion-type design does not 
have to be as complex and sophisticated as the 
Nagasaki bomb.  

Depending on the nuclear materials they 
acquired, terrorists would need to:

•	 Develop	 a	 design	 for	 their	 bomb,	 includ-
ing detailed drawings of the various parts 
they would need to make and how they 
would fit together

•	 Possibly	do	at	least	some	modest	chemical	
processing of the nuclear material, to put 

it in the form they wanted (for example, 
converting oxides to metal)

•	 Cast	the	nuclear	material	into	the	desired	
shapes (a somewhat difficult task, given 
the unusual properties of uranium and 
the still more problematic properties of 
plutonium, which has several different 
crystalline forms)

•	 Machine	the	cast	pieces,	for	example	with	
a lathe, to get them to fit together as 
desired.

•	 Make	and	shape	the	explosives	to	be	used	
in the bomb

•	 Provide	the	other	components,	such	as	the	
detonator or other device to be used to set 
off the explosives

•	 Put	all	of	these	parts	together

Carrying out these tasks would require peo-
ple with a number of specialized skills.  It is not 
just a question of designing a workable nuclear 
bomb, but of actually building the complex 
object based on that design, with its various 
parts.  A capable machinist might play as large 
a role as a nuclear scientist.  Part of the debate 
over whether it is plausible that terrorists could 
make a bomb is a debate over the plausibility of 
a terrorist group acquiring all of these special-
ized abilities, and convincing these specialists to 
devote themselves to the bomb project over an 
extended period of time.4   

Building an IND would be a major challenge 
for terrorists.  It would require terrorists to suc-
cessfully carry out a complex series of actions to 
obtain a bomb and plan an operation to use it 
in complete secrecy.  Even if such an operation 
passed undetected until the bomb was ready, 
until the device was detonated a terrorist would 
never know for certain whether his device was 
viable and would result in a substantial nuclear 
yield.  But a terrorist group is able to take 
shortcuts in constructing an improvised nuclear 
device—or crude nuclear bomb—that has a low 
yield, one that may be unpredictable, inefficient 
and unsafe from a state weapons perspective. 
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Terrorists could smuggle an assembled bomb 
in to the target country, whole or in pieces, that 
could be readily assembled; or they could bring 
the nuclear material in and manufacture their 
weapon in the target state—perhaps with the 
front of a legitimate business such as a machine 
shop or foundry to hide their activities.  The 
new threat we face comes from a terrorist group 
that is able to produce such a bomb and suc-
cessfully deliver it to its target, whether that be 
in a truck or aircraft, to be detonated by suicide 
bombers.  

Sabotage.  Terrorists could attack a nuclear 
facility in the hope of causing a large release 
of radioactivity. There is evidence that al-Qae-
da’s leadership considered such a possibility 
prior to September 11, 2001, when operatives 
reportedly conducted some light casing of U.S. 
nuclear reactor facilities.5   However, given the 
enhanced security and reinforced defenses at 
U.S. nuclear sites, al-Qaeda presumably con-
cluded that it is too difficult to either crash a 
plane into a nuclear facility or to use a team 
to penetrate a nuclear facility to gain access to 
nuclear weapons or materials.  This optimistic 
appraisal may not apply to all facilities in all 
countries, including the United States and 
Russia.  Terrorists will certainly be searching 
for a “weakest link” facility in an otherwise well-
defended nuclear establishment.

One important lesson of the Chernobyl acci-
dent is that what can happen as a result of an 
accident can also happen as a result of a pre-
meditated action.  Indeed, today’s high levels of 
nuclear safety are dependent on the high reli-
ability of components such as cooling systems; 
if these are intentionally destroyed, the prob-
ability of a large release would increase greatly.  
Terrorists will most likely try to damage a reac-
tor’s support and water supply systems as well 
as its control and protection system to cause a 
heat explosion of the reactor with subsequent 
demolition of the reactor and the building in 
which it is located.  Even if terrorists fail to 
cause a wide-scale dispersal of radioactive mate-
rial, their sabotage efforts may still shut down 
a reactor in what would cause significant eco-

nomic and socio-political damage.  Overfilled 
spent fuel pools may also be potential sabotage 
targets; in some cases, if terrorists managed 
to drain the cooling water, a zirconium fire 
and large-scale dispersal of radioactivity could 
potentially result.

Other potential sabotage targets include 
research reactors, nuclear waste reprocessing 
plants, or spent nuclear fuel or high-level waste 
transportation.  Another scenario of a radiologi-
cal terrorism act could involve seizure of a vehi-
cle or a vessel that is transporting radioactive 
materials and subsequent threat to blow it up.6 

Radiological dispersal devices or “dirty 
bombs” spread radioactive material over an 
area—they cannot destroy the heart of a major 
city in a flash as a nuclear explosive can.  Given 
the public fear of radioactivity, however, con-
taminating many blocks of a major city with 
radioactive material could create panic and 
substantial evacuation, disruption, and clean-
up costs.

Detonation of a radiological weapon by ter-
rorists will not cause immediate human deaths 
as a nuclear explosion would.  The deaths will 
occur well after and will not be simultaneous.  
The impact of radiation cannot be sensed by 
humans.  Hence, the terrorists might choose 
to announce that they had dispersed radiation 
over an area, or they might wait for the attack to 
be detected.  The quantity of radioactive mate-
rial needed to contaminate a city square is not 
substantial.   Radioactive sources that would be 
very dangerous if dispersed are widely used in 
hospitals, industry, and agriculture.  Control 
and accounting of these sources remains insuf-
ficient in practically all countries.  Therefore 
getting radioactive material for a “dirty bomb” 
would be far easier than getting the HEU 
or plutonium needed for an actual nuclear 
bomb—and making the dirty bomb itself would 
also be a far smaller technical challenge.7 

MANAGING RISK

There are unique considerations associated 
with managing the risks of nuclear terrorism.  
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These special challenges must feature promi-
nently in any effective plan of action to combat 
the threat.

The catastrophe that has never happened
There is a profound tendency to dismiss the 

likelihood of a threat that has never happened; 
this is all the more likely when the probability 
of an event is extremely low.  Unfortunately, 
there are characteristics of nuclear terrorism 
that reinforce the belief among the legions of 
skeptics that the threat has been hyped—or, is 
not real.

It is not clear whether there is an active al-
Qaeda nuclear plot at present, but one thing is 
clear:  such a plot would be hard to find, even 
if we are actively looking for it.  The footprint 
would be tiny.  Al-Qaeda nuclear planning 
would involve the special tradecraft used in the 
embassy bombings in Nairobi and Dar es Salaam 
in 1998, the suicide attack on the U.S.S. Cole 
in October 2000, and the September 11, 2001 
attacks, specifically in terms of the high priority 
and extensive precautions that were taken to 
ensure compartmentalization and secrecy.  As 
such, the signatures of an attack would not be 
the same as the indicators of a tactically-inspired 
Times Square bombing, or a shoe bomber try-
ing to take down an airplane. 

There is a stronger possibility of a “blind 
spot” in counterterrorist defenses for an unprec-
edented event than is the case with attacks fea-
turing known terrorist modus operandi.  Unlike 
the more predictable pathways that a state 
follows in developing a nuclear program, a ter-
rorist group could carry out most tasks in any 
order, and at any time; this non-linear approach 
enables them to repeat steps as necessary, as 
long as central planning is not compromised. 

Probability of interdiction of a nuclear plot decreas-
es over time

The odds of interdicting a nuclear plot 
diminish over time from inception of the plot 
to the attack.  Chances of detecting the smug-
gling of nuclear material in transit are low.  

However, it should be recognized that dynamic 
interdiction opportunities may occur and must 
be recognized as such.  For instance, an opera-
tive might volunteer, or be detained, and offer 
details about the plot.  A small amount of nucle-
ar material from a larger amount being smug-
gled into the target country might be seized.  
Multiple layers of defense provided by radia-
tion detectors, customs and border inspections, 
intelligence and law enforcement efforts, and 
other initiatives might produce potential tip-
offs of a terrorist nuclear plot-in-progress—pro-
vided there is a sense of awareness and urgency 
to exploit any opportunity, however small, to 
identify and neutralize a plan-in-progress. 

No such thing as perfect nuclear security—nuclear 
black market

Theft or black-market purchase of nuclear 
material dominates the overall risk of nuclear 
terrorism—which is why improving nuclear 
security has been a central element of the 
response so far.  Terrorists are seeking nucle-
ar materials more actively than they have in 
decades past, and these materials continue to 
exist in hundreds of buildings in dozens of 
countries with widely varying levels of security 
and quality of accounting.

Assembled nuclear weapons exist in the arse-
nals of nine states; some U.S. nuclear weapons 
are stored in several additional states in Europe.  
HEU and plutonium outside of nuclear weap-
ons exist in a wide variety of forms and cir-
cumstances.  Some 98-99% of the world’s HEU 
is in military stockpiles, where in most cases 
substantial levels of security are in place.  The 
civilian HEU, often at research reactors—some-
times on university campuses—often has only 
minimal security measures in place.  Roughly 
half of the world’s plutonium separated from 
spent fuel is in military stockpiles (or former 
military stockpiles now declared excess to mili-
tary needs), while the rest is in civilian stocks.  
As with HEU, security measures are generally 
higher in the military sphere, though large plu-
tonium-handling facilities in the civilian sector 
often also have substantial security measures in 
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place.  Total world stockpiles of highly-enriched 
uranium and plutonium separated from spent 
fuel amount to nearly 2,000 metric tons.  Such 
weapons-usable nuclear materials exist in hun-
dreds of buildings in over 30 countries, under 
security conditions that range from excellent to 
appalling.8   

The International Atomic Energy Agency 
(IAEA) has documented 20 cases of theft or loss 
of HEU or plutonium confirmed by the states 
concerned, and additional cases are known to 
have occurred.9  All but one of the known thefts 
of HEU or plutonium appear to have involved 
theft by insiders from facilities where material 
was being handled in bulk, which makes it easi-
er for a thief to steal material without detection.  
What is not known is how many cases may have 
gone undetected, or how much stolen mate-
rial may still be outside of state control.  Theft 
of weapons-usable nuclear material, in short, 
is not a hypothetical concern but an ongoing 
reality.

Reported seizures of materials have been 
largely serendipitous.  Facilities from which 
the materials originated did not report them 
as being missing.  Not all materials have been 
recovered. Typically, potential buyers have not 
been identified.  There have been incidents 
that have not been reported publicly, and 
others which are unknown.  The existence 
of a nuclear black market provides empirical 
evidence that inaccuracies and discrepancies 
in inventory procedures continue to result in 
nuclear materials in bulk form disappearing 
without notice from their facilities of origin.

Pakistan’s volatile mix of extremism, instability, 
and a growing nuclear program

No state is immune to a breakdown in secu-
rity that results in an elevated risk of nuclear 
terrorism.  Every nuclear establishment has 
malicious insiders at one time or another who 
might be in position to exploit lapses in security 
and inventory procedures.  All potential leads 
to material in any country in the world must be 
treated with utmost seriousness.

Pakistan faces challenges most states do not 
in preventing circumstances that could provide 
terrorists with access to nuclear weapons-related 
capabilities.  Fortunately, the Pakistani military 
is extremely professional and takes its respon-
sibility to safeguard the nuclear establishment 
with utmost seriousness.  However, three trends 
exert potential pressure on the Pakistan mili-
tary’s capacity to preempt any nuclear lapses.  
First, growing extremism in Pakistan increases 
the odds of insiders in the nuclear establish-
ment collaborating with outsiders in order 
to gain access to weapons, materials and/
or facilities.  Second, the rapid expansion of 
Pakistan’s nuclear weapons program and a shift 
to smaller, more mobile weapons will invariably 
introduce new vulnerabilities into the security 
system.  And finally, growing instability within 
the country could result in a ‘loose nuke’ sce-
nario, a takeover of a facility by rogue agents 
or extremists, or in the worst case, a coup and 
Taliban control over the nuclear arsenal.

The insider problems in Pakistan are a mat-
ter of record, i.e., the A.Q. Khan and Umma-
Tameer-E-Nau (UTN)10 nuclear supplier net-
works.  Prospects to recruit insiders have been 
recognized by Ayman al-Zawahiri, who has 
implicitly called on Pakistani insiders to collab-
orate with al-Qaeda, lest the U.S. intervene to 
seize these weapons in a crisis.  Such conspiracy 
thinking plays to the prevailing sentiments in 
the country and may well inspire an insider 
to assist terrorists.  UTN CEO Bashiruddin 
Mahmud has also made a public call on Pakistan 
to expand its weapons program as a deterrent, 
and as a hedge against U.S. intervention.11 

North Korean “A. Q. Kim” nuclear supplier net-
work selling capability to terrorists

The worst nightmare is that North Korea 
decides to sell a nuclear weapon to terrorists, or 
the capabilities to make a bomb.  The discovery 
of Syria’s al-Khibar reactor, which was built with 
North Korean assistance, suggests Pyongyang 
may not possess long assumed, self-imposed 
constraints on transferring nuclear weapons 
technologies to third parties.  Although there 



have been no reported ties between North 
Korean officials and Islamist terrorists (as far as 
is known), the al-Khibar precedent raises fresh 
questions concerning North Korea’s nuclear 
behavior, specifically whether the regime or 
elements of the regime (the hypothetical A. Q. 
Kim network?) would wittingly or unwittingly 
assist a sub-state actor in acquiring a nuclear 
capability.12 

“WMD for hire” rogue supplier and other enabling 
networks

There is a wide variety of nongovernmental 
organizations that could serve as potential wit-
ting or unwitting enablers of a terrorist nuclear 
plot.  These networks constitute an enabling 
element in acquiring nuclear capability.  In 
this connection, UTN and A. Q. Khan associ-
ates remain at large. They maintain access to 
sensitive documents, technologies and indus-
tries.  UTN members have not renounced their 
extremist views or connections.  Past precedent 
suggests A. Q. Khan and UTN are probably not 
the first and last “WMD for hire” global sup-
plier networks.  We have been fortunate in that, 
thus far, rogue nuclear suppliers have not been 
linked to providing substantial nuclear capabili-
ties to terrorist groups.

The leaders of organized crime families 
probably understand the consequences of traf-
ficking and smuggling in nuclear technologies 
and materials.  The question is whether this 
awareness extends down their organization—
and how much control they have over it.  Like 
nuclear supplier networks operating for states, 
organized crime has rogues willing to engage 
in nuclear trafficking/smuggling.  For the 
genuine article, trusted venues will no doubt be 
used that are not commonly used by networks 
engaged in smuggling scam materials.

Availability of nuclear-related information on the 
internet

Sensitive nuclear weapons-related informa-
tion is widely accessible.  If a terrorist group 
accesses information that is readily available 

from open sources, they might find usable 
information on the main elements required to 
construct a simple, yet effective crude device.

LONG-TERM RISKS
Nuclear terrorism must not be viewed only 

through the prism of Islamic extremism.  The 
threat is broader than al-Qaeda, and it is here 
to stay.  Global trends will influence the types 
and numbers of states and sub-state actors that 
develop an interest in nuclear weapons.  The 
reasoning of various actors for pursuing WMD 
may find a basis in such factors as economic and 
social trends; the implications of globalization; 
and regional conflicts, among others.  Myriad 
factors will either increase or decrease the risks 
posed by nuclear terrorism; some trends will 
lower the risks, but other trends will raise risks.  
Three nuclear-specific factors are particularly 
important in terms of their potential impact on 
the availability of nuclear-related capabilities.

Nuclear renaissance in the 21st century
Nuclear terrorists could seek material from 

the nuclear fuel cycle to use in a bomb.  As 
energy demands drive more countries to devel-
op nuclear power, this global expansion must 
be carefully managed to minimize potential 
proliferation risks associated with the nuclear 
fuel cycle, security, transportation and waste 
disposal of nuclear materials that might become 
accessible to terrorists.

There are 30 states that have reactors capable 
of producing nuclear materials, and some of 
these states are potentially unstable.  More than 
100 states and hundreds of private laboratories 
store radioactive materials, including weapons-
grade materials.  Many do meet the highest 
security standards. 

Erosion of non-proliferation regime
It will be difficult to systematically lower the 

risks of nuclear terrorism as long as the number 
of nuclear weapons states and arsenals continues 
to grow.  The treaty on the Non-Proliferation of 
Nuclear Weapons has been undermined since 
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the 1990s by the acquisition of nuclear weap-
ons by India, Pakistan, and North Korea.  The 
failure to agree on the Comprehensive Nuclear 
Test-Ban Treaty and the Anti-Ballistic Missile 
Treaty holds the potential to slow the expan-
sion of nuclear arsenals in China, India, and 
Pakistan.  There is also some risk that Japan, 
Taiwan and/or South Korea might decide to 
join the nuclear club.  Japan would be first to 
be able to produce nuclear weapons of this trio, 
given its existing nuclear capabilities.13 

Iran

IAEA inspections have exposed serious viola-
tions of obligations that Iran must have been 
fulfilling as a NPT signatory.  There is circum-
stantial evidence that Teheran has been secretly 
acquiring technologies and materials important 
for production of nuclear weapons on the black 
market.  This and other evidence, along with 
behavior of the Iranian leadership, give ground 
to believe that Iran is aspiring to eventually 
become a full-fledged nuclear power.  In the 
event Iran develops nuclear weapons, there will 
be an elevated risk of nuclear terrorism posed 
by potential proliferation of materials and capa-
bilities, most notably from potential insiders in 
the nuclear establishment who may be willing 
to work with terrorist groups.  Iran’s surrogates, 
Hezbollah and Hamas, could become future 
candidates for acquiring WMD capabilities.
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Managing the Spread of Nuclear Power  

Sharon Squassoni, Center for Strategic and International Studies    

 At present there is an unprecedented appetite for nuclear power around the world.  Approximately 
50 new countries have approached the International Atomic Energy Agency to express an interest 
in acquiring nuclear power.  Regional contexts such as the Middle East and Southeast Asia could 
well be transformed over the next two or three decades as nuclear technology spreads widely within 
them.  Who is doing what?  Why?  What factors might slow or limit the spread of nuclear power?  
What impact will the recent nuclear crisis in Japan have on this trend?  What are the international 
implications of the possible wide spread of nuclear technology to many additional states?  What can 
be done to minimize the adverse security and nonproliferation implications of this spread?  What 
outcomes should the United States prefer and what steps should be taken to promote its interests?

Managing the US–Russian Nuclear Relationship 

Steven Pifer, The Brookings Institution

 Most of the world’s nuclear weapons are still found within the bilateral nuclear relationship that 
exists between Washington and Moscow.  The prudent management of that relationship hence 
remains profoundly important.  What is the state of their nuclear interplay?  What is the impact of 
the new START agreement, and how is it faring in the politics in both capitols?  What is the factor of 
ballistic missile defense in this context?  What should the future hold for U.S. and Russian nuclear 
forces, and what role should arms control play in shaping that future?  What about the debate over 
“global zero,” the elimination of nuclear weapons?  What implications does the U.S.-Russian nuclear 
interaction have for the wider management of the nonproliferation regime?

Nuclear Challenges for the US:
Coping With Change in the Global Nuclear Order
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International Atomic Energy Agency Briefing

Welcome by Ambassador Glyn Davies 

Permanent Representative of the U.S. to International Organizations, Vienna

Presentations by IAEA experts:

•	 The	Comprehensive	Test	Ban	Treaty

•	 Diversion	of	nuclear	material	for	non-peaceful	purposes

•	 Preventing	theft,	smuggling	and	terrorism	involving	radioactive	materials

•	 Nuclear	power	infrastructure

•	 Peaceful	uses	of	the	atom

Moderated by IAEA Deputy Director, General David Walker

Closing remarks by IAEA Director General Yukiya Amano

Managing the Spread of Nuclear Threats

Mark Fitzpatrick, International Institute for Strategic Studies 

 The hardest cases arise when the Non-Proliferation Treaty system is being challenged and ques-
tions of compliance and enforcement are raised.  For more than a decade crises associated with the 
nuclear programs of Iran and North Korea have been at the top of the international agenda.  How 
have these crises been handled?  What options exist for responding to potential or actual prolifera-
tors?  Why haven’t international efforts to date been more effective?  What do these crises say about 
the effectiveness of the NPT regime?  What should be done now?

Preventing Nuclear Terrorism

Rolf Mowatt-Larssen, Harvard University  

 In the wake of the attacks of September 11, 2001, Washington has been haunted by the specter that 
terrorists might get their hands on nuclear weapons or the materials to make nuclear weapons.  A 
nuclear 9/11 has become the canonical nightmare scenario.  How realistic is this scenario?  Could 
terrorists really make a bomb?  How large is this threat?  Where are the biggest risks today?  What 
can be done to minimize this threat?


