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The success of the CTI-League is driven entirely by its diverse membership and
the cross-industry and law enforcement collaboration within. We want to give a
special thanks to the FBI and CISA (DHS) for their amazing partnership throughout.




Membership Growth
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Membership Distribution




Total Takedowns: 2,833

Takedowns by Category:
Malicious Internet Domains — 2,818

Results: y .
United Kingdom Institution Impersonators — 2
D O M a 1N Canada Institution Impersonators — 4

European Union Institution impersonators — 1
Takedowns P P

Denmark Institution impersonators — 1

( M arc h 1 9 o Morocco Institution impersonators — 1
Ap I’I | 14) Brazil Institution Impersonators — 1

UN Impersonators — 1

WHO Impersonators — 3

CDC Impersonators — 1



Total vulnerabilities detected: > 2,000 in high risk organizations

Vulnerabilities detected in first week:
I\/I Ed |Ca | RCE vulnerability —.2.2
BlueKeep vulnerability — 2
VU|ﬂerabI|ItIeS SMBv3 open ports — 2
Trl 3 ge d Citrix Gateway servers — 21
Less prioritized CVE vulnerabilities = 5

exposed Xero Universal Viewer instances — 3

All infrastructure vulnerabilities were escalated to system
owners or law enforcement agencies depending on severity.



Suspected Phishing Messages: > 20,000

Confirmed Phishing Messages: 2,584
Phishing
Phishing Message Attachments Analyzed: 561

374 low or partially detected by public anti-virus engines

15 not detected by public anti-virus software engines



Campaign

COVID-5G

WeWontStayHome

Texasffrally

OperationGridlock

Investigating Disinformation Campaigns

Purpose

Associate COVID-19 spread with
the distribution of 5G equipment

Encourage citizens to break
quarantine

Incite “Texas Freedom Force”
rallies

Started in Michigan, now
spreading. Attempt to incite
vehicular-based rallies to cause
noise and gridlock streets.

Vector

Spreading via multiple vectors - Youtube Videos,
Facebook Groups and images, Twitter images and
more.

Primarily an Image seen on Facebook: "no more
lockdowns" with hashtags #wewontstayhome
#alljobsareessential

Image seen on Twitter: 1st & 2nd amendment rally at
The Alamo, April 25, 2020, hosted by This Is Texas
Freedom Force and Open Carry Texas, posted by
@thisistexasff




