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When President Joe Biden took office, the new administration’s cyber team had its work cut out. A month earlier, in
December 2020, a cybersecurity company had discovered a sprawling attack on the United States of America, in which
Russian hackers! compromised widely-used SolarWinds software, delivering malicious software updates to as many
as 18,000 software users, and breaking into 100 American companies as well as nine American agencies.? The breach
of the federal government through SolarWinds' software was a widespread and sophisticated hacking campaign that
prompted changes to policy and operations in a heightened effort to rid foreign entities from federal networks. But
the task of removing Russian hackers from federal networks was only the beginning for the new administration. In
a separate cyber campaign discovered in March, Chinese attackers® exploited vulnerabilities in Microsoft’s Exchange
Server for email to hack tens of thousands of organizations.*

These incidents were anything but isolated. Cyberattacks by adversaries, competitors, and criminals have been,
for years, an all-too common feature of the American digital landscape. Importantly, however, the recent attacks also
serve as a reminder that the renewed great power competition that the United States faces with China and Russia
has a critical cyber dimension. While it is clear that deterring attacks on American networks is crucial to addressing
China’s rise and Russia’s renewed aggression, viewing the cyber threat in terms of great power competition may
also provide a mechanism for bridging the partisan divide in order to legislate and govern in a manner that protects
American networks.

The intelligence community has been clear on the cyber threat posed by these powers. “China’s cyber pursuits and
proliferation of related technologies increase the threats of cyberattacks against the U.S. homeland, suppression of
U.S. web content that Beijing views as threatening to its internal ideological control, and the expansion of technology-
driven authoritarianism around the world,” Biden’s Director of National Intelligence (DNI) Avril Haines wrote in
April.® “Moscow will continue to employ a variety of tactics this year meant to undermine U.S. influence, develop new
international norms and partnerships, divide Western countries and weaken Western alliances, and demonstrate
Russia’s ability to shape global events as a major player in a new multipolar international order” This assessment
echoed President Donald Trump’s DNI Daniel Coats who wrote in 2019 that “at present, China and Russia pose the
greatest espionage and cyberattack threats.”

While recent administrations have been significantly divided on many ideological and national security issues,
these assessments nevertheless reflect intelligence consensus on the contours of the cyber threat. Even so, cyber has
been a politically charged topic: after the American intelligence community found that Russia interfered in the 2016
election to Donald Trump’s benefit and to Hillary Clinton’s detriment,” President Trump cast doubt on the finding.®
In the wake of Russia’s election meddling and the domestic fallout in America, protecting U.S. elections became a
key-and politically fraught-cybersecurity priority. However, zooming out and reframing American cybersecurity in
terms of broader geopolitical threats to the homeland can be both a source of common ground for politically divided
Americans as well as a strategically beneficial vantage point from which to approach the growing cyber threat.

In order to come together to combat the cyber threat, law and policy makers should approach the defense,
deterrence, and retaliation against Russia and China in cyberspace through the lens of great power competition. This
is a promising strategy given that there is already a consensus in Washington that great power competition is once
again defining America’s role in the world.
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Both of the recent administrations have described this reality in their national security strategies. “China and
Russia want to shape a world antithetical to U.S. values and interests,” the Trump administration wrote in its 2017
National Security Strategy.® It went on to warn that the two countries “are contesting our geopolitical advantages and
trying to change the international order in their favor.”*® Correspondingly, the Biden administration’s interim National
Security Strategic Guidance, published in March 2021, described challenges posed by “an increasingly assertive China
and destabilizing Russia.”** The following month, the White House elaborated on a call with reporters: “The past two
administrations chose to focus on what they saw as the predominant national security challenges facing the country:
transnational threats in one instance, and great power competition in the other,” a Biden official explained. “Our view
is that we don't have that luxury to choose between those challenges.”*

In Congress, efforts to frame the cyber threats from Russia and China in terms of great power competition—
coupling the commonalities in understanding the threat posed by their hackers and elements of shared understanding
on the geopolitical threat posed by the two countries-have been productive. For example, the Cyberspace Solarium
Commission, a bipartisan group of lawmakers, intelligence officials, and others, published a 2020 report that sought
to find a “consensus” on how the United States should strategically defend itself from major cyberattacks.’* Many
of its recommendations-which ranged from government reorganization, to setting international norms, and building
collaboration among the public and private sector-have been implemented, including through legislation and executive
order.** With respect to Russia and China, the commission framed the issue in terms of the broader geopolitical struggle:
“Great powers like China and Russia use cyber operations to enable their warfighting capabilities, advance their interests
short of armed conflict, and undermine American economic strength, political will, and military might."*

To be sure, the cyber threat transcends Russia and China. The United States has suffered significant cyberattacks
from North Korea, Iran, and non-state actors. In a vivid example of the power of cybercriminals, Russian-based
criminals®® conducted a ransomware attack on Colonial Pipeline last year, raising gas prices as it caused fuel shortages
along the East Coast of the U.S.

Yet, the intelligence community has made it clear that Russia and China are the prevailing priorities and that the
U.S. will not be safe until these countries are convinced that the benefits of attacking American infrastructure are
not worth the costs. This means a combination of network defense, imposing costs on bad actors, and a concerted
bipartisan effort to integrate the U.S. cyber strategy into its renewed approach to great power competition. Reframing
the cybersecurity competition with Russia and China in terms of great power competition will allow the United States
to sidestep partisan differences. Furthermore, it may also be a unifying first step that leads to a greater strategic
emphasis on American defense, deterrence, and retaliation in cyberspace.
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